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Abstract: Problem statement: Real-time secure image and video communicatiohatlenging due to the
processing time and computational requirement farygtion and decryption. In order to cope withsine
concerns, innovative image compression and enanyptechniques are requiredpproach: In this
research, we have introduced partial encryptiomrtiegie on compressed images and implemented the
algorithm on Altera FLEX10K FPGA device that alloisr efficient hardware implementation. The
compression algorithm decomposes images into dediferent parts. We have used a secured encnyptio
algorithm to encrypt only the crucial parts, white considerably smaller than the original imageictv
result in significant reduction in processing tirmed computational requirement for encryption and
decryption. The breadth-first traversal linear less quadtree decomposition method is used fopédhigal
compression and RSA is used for the encryptR®esults: Functional simulations were commenced to
verify the functionality of the individual modulesid the system on four different images. We halidatad

the advantage of the proposed approach througharisop, verification and analysis. The design hiiged
2928 units of LC with a system frequency of 13.42MBonclusion: In this research, the FPGA prototyping
of a partial encryption of compressed images ukisgless quadtree compression and RSA encryptisn ha
been successfully implemented with minimum logitiscét is found that the compression process stefa
than the decompression process in linear quadpemach. Moreover, the RSA simulations show that th
encryption process is faster than the decryptiacgss for all four images tested.

Key words. Real-time secure image, Data Encryption StandarBS) encryption algorithm, Field-
Programmable Gate Arrays (FPGA), video communicatiencryption techniques, partial
encryption,quadtree compression

INTRODUCTION traditionally developed independently of each ath#er

) ) ) partial encryption scheme for images that takes

The . “’%‘P'd growth .Of image  and video advantage of the image compression algorithm hes be
communication nowadays is powered by ever—faste%roposeol by Livet al. (2011); Cheng and Li (1996;

systems demanding greater speed and security. Red]-
time secure image and video communication is 000) and Cheng (1998). The scheme makes use of a

challenging due to the processing time andcompress_ion algorithm that decompose§ an ima_ge into
computational requirement for encryption andSeveral different parts. A secure encryption atgariis
decryption. In order to cope with these concernsthen used to encrypt only the crucial parts, whace
innovative image compression and encryptionconsiderably smaller than the original image. Twils
techniques are required. result in significant reduction in processing tiraed

Although a vast number of compression andcomputational requirement for encryption and
encryption algorithms exist, they have beendecryption.
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Other researchers have also proposed partidévels (architectural, register transfer and lolgicel)
encryption, or combined compression and encryptioremployed in the design (Paegal., 2006; Reazt al.,
methods (Liuet al., 2011; Ahmed, 2010; Akteat al., 2006b). In the computation of method, the problem i
2008a; 2008b; Reaz al., 2006a; 2007a; Thet al., first divided into small pieces; each can be seema
2004). Dang and Chau (2000) has proposed the joirgubmodule in  VHDL. Following the software
image compression and encryption scheme usinger;ﬁcaﬂon of each submodule, the synthesis isnth
Discrete Wavelet Transform (DWT) and Data activated. It performs the translations of hardware
Encryption Standard (DES). Jakobssenal. (1999) d_es_crlptlon language code into an_equwalent m_eml’ls
developed a “Scramble All, Encrypt Small” technique digital cells. The synthesis helps integrate thsigre
that encrypts only a small block of an arbitrafipng ~ WOrk and provides a higher feasibility to exploréaa
message. However, the former is less efficient than wider range of architectural alternative (Reaizal.,

. . ’ - . 2005; 2004b).
partial encryption scheme and utilizes an encryptio

i ; The FPGA implementation combines
algorithm (DES) that is no longer secure. The fatte . : .
requires an ideal hash function that is hard tbzeand compression and a secure encryption algorithm that

; : . . encrypts only crucial parts of the compressed image
may not be suitable for images as it was desigoed f . . .
; ) The algorithms chosen for implementation are the
data encryption. In another work, Prasad and Kurupa : :
I " “lossless quadtree compression and the RSA algarithm
(2010) proposed a combination of Arnold scrambling . . :
) . The hardware implementation was done using Altera
and DWT for secured image compression. But Arnol

. . e . FLEX10KE device.
scrambling alone is not sufficient enough to previd
significant security with the implementation of RSA
(Weietal., 2009).
Traditionally, image compression and encryption
algorithms have been restricted to the softwarknread
developed separately. Although the advantagedtviae

MATERIALSAND METHODS

The partial encryption scheme depends on a
compression algorithm that decomposes the input

- = image into a number of different logical parts. The
are ease of update, flexibility and portabilityrdware o0t consists of parts that provide significamoant

implementation is faster and more physically secureyt information about the original image, referredas
especially when secret key storage security arestoed.  the jmportant parts. The remaining parts haveelittl
The Field-Programmable Gate Arrays (FPGA)meaning without the important parts, hence known as
offers a potential alternative to speed up the Wward  the unimportant parts. In this partial encryption
realization (Marufuzzamamt al., 2010; Reazet al.,  approach, only the important part needs to be @hedy
2007b). From the perspective of computer-aidedgtiesi by a secure encryption algorithm. When the impdrtan
FPGA comes with the merits of lower cost, higherpart is considerably smaller than the total outpfuthe
density and shorter design cycle (Cho@hgl., 2005).  compression, the encryption and decryption timetzan
It comprises a wide variety of building blocks. Bac reduced significantly.
block consists of programmable look-up table and ] N
storage registers, where interconnections amonsethe Quadtree compression: The quadtree decomposition

blocks are programmed through the hardwaré,“emo,d converts an image into a quadtree struetithe
description language (Reat al., 2004a; Reazt al intensity values attached to the leaf nodes ofttbe.

: . oo The quadtree structure reveals the outline of abjec
2003). This programmability and simplicity of FPGA - : . X
made it favorable for prototyping digital systen GA the original image (Cheng and Li, 2000). Since the

. . ) i quadtree indicates the location and size of each
allows the users to easily and inexpensively redheir homogeneous block in the image while the intensity

modifying the algorithm easily and the design timeencryption is possible by encrypting only the queelt
frame for the hardware becomes shorter by using&APGstructure. Here, the quadtree structure is the itapb
(Choonget al., 2006; Ibrahimyet al., 2006). part whereas the intensity values form the uningtrt

This study aims to investigate the hardwarepart. In the case of lossless compression on & b-bi
feasibility and performance of a novel partialimage, the total size of the leaf values is b(3k bits,
encryption scheme for compressed images using FPG#here k is the number of internal nodes, which is
by means of using a standard hardware descriptioaquivalent to multiplying the size of each leafual
language VHDL. The use of VHDL for modeling is with the number of leaf nodes in the quadtree. An
especially appealing since it provides a formalapproximate upper bound on the relative quadtrae, si
description of the system and allows the use ofifipe  which is the ratio of the size of the quadtree tedtotal
description styles to cover the different abstmacti size of the compressed image, is given in Eqg. 1:
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1 And the plaintext block is recovered by:
4+ =
4k +1 _ K _ 4 L
4k+1+bBk+ 1) gy, 4, B+ 3b+ 4
k

M =C%modn 3)

RSA encryption and decryption are mutual
inverses and commutative, due to symmetry in madula
arithmetic. Also, (2-3) show that both encryptiomda

For 8-bit images, b= 8, the size of the quadtree decryption are based_ on the same operation, wiich i
relative to the lossless quadtree compression bigs ~ modular  exponentiation.  Therefore,  hardware
most 14.3%. The approximation is valid for largéuea IMPlementation of RSA allows the encryption and
of k, which is typically at least 1000 for 256x256 decryption to share the same architecture, whidpshe
images and greater for larger images. For lossyeduce the hardware size.
compression, this calculation is not applicabledose
variable number of bits is used to represent leddes. VHDL modeling: The VHDL model for the proposed
Results collected from experiments performed bywork consists of four sub-modules. The overall
Cheng (1998) on test images show that for typicalmplementation is known as the PARTIAL_ENCRYPT

images, the relative quadtree size is between IB aryhip and it consists of the functional sub-modules
27%. Therefore, only 13-27% of the output of |°SSyCompression Encryption Decryption and

guadtree algorithm is encrypted for typlcal images. Decompression.
The lossless quadtree compression algorithm with

Leaf ordering Il has been used in this researcht,ias

computationally simpler and secure.

Where size of quadtree = number of nodes = 4k z24. si
of compressed image = size of quadtree + sizedf le
values = 4k +1+ b(3k1).

Linear quadtree compression/decompression: Linear
quadtree compression and decompression are
Linear lossless quadtree: Representing quadtree in a implemented in two separate blocks, QT_ENCODER
tree structure requires the use of pointers. Howelie ~ and QT_DECODER respectively. The combination of
amount of space required for pointers from a nodést  these two functional blocks is named QT_CODEC.
children is not trivial. Samet (1985) suggested #sch The linear quadtree codec connects both
node in a quadtree is stored as a record contasing QT_ENCODER and QT_DECODER in parallel and to
fields. The first five fields contain pointers tetnode’s  the memory block RAM256X8. There are four input
parent and its four children labeled as NW, NE, &W  gnirol signals, i.e., CLK, RESET, GO and E_D. The
SE; whereas _the sixth field describes the intengitye architectures of QT _CODEC, QT ENCODER and
(color) of the image block that the node represerie QT DECODER are implemented using Moore state

pointers would occupy nearly 90% of the memory hi ith h t Th t signal
space required to store the quadtree (Dang andu,Chahachnines with asynchronous reset. 1he reset signa

2000). As a result, several pointerless quadtreéRESET) is used to set the state machine to it&lini

representations have been proposed by researafuérs sidle state, while a high GO signal switches it fratte
as Lin (1996) and Gargantini (1982). state to the next state. A low E_D signal activales

This research is based on the breadth-firsQT_ENCODER while a high E_D activates the
traversal of linear quadtree proposed by Chan an@T_DECODER. The READY signal is high when the
Chang (2001) and Chareg al. (2008). It consists of compression operation is completed.
two lists, i.e., a tree list and a color list. Ttiee list For compression, the input image is scanned in an
stores the quadtree structure, where ‘0’ denotleafa  order, where each quadrant is scanned in the NW, NE
node and ‘1’ denotes an internal node. The coklr li SW and SE directions. The input image is storetthén
simply stores the pixel values of the image in aRAM from addresses 00 to 3F (hex) in raster scan
sequence defined by the tree structure. order, i.e.from left to right and from top to bottom. For

a pixel in an 8x8 image indexed by row | and coluimn
RSA Encryption: Since the encrypted part of the where I, J=0, 1, 2, ...7, its corresponding address in
proposed partial encryption scheme is preferablglism the RAM is expressed by:

public key algorithms has been applied directlit.to Address = (8x 1) +J (4)
In RSA a plaintext block Mis encrypted to a
cipher-text blockC by: For 8x8 input images, the sequence of RAM

addresses in the appropriate scan order is:

C=M"modn (2)  Address = 32K+ 4K, +16Ks + 2K, + 8K, + Ko (5)
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Where, K5, K4, K3, K2, K1 and KO are the individual « GO switches the state machine from idle state to
bit (O or 1) values of a 6-bit counter that couintsn O the next state
to (1111113 e Cis the 32-bit cipher-text produced by encryption,
The output of the compression is a tree list that o the 32-bit plaintext recovered by decryption
describes the quadtree structure (‘0" for leaveenadd . DONE is high when the encryption or decryption
‘1’ for internal node) and a color list that comtgithe operation is completed, otherwise it is always low
intensity values of the quadtree. On the other htrel
linear quadtree decompression performed by thegp level design: The overall design incorporates the
QT_DECODER block is just the reverse process of thRSA CORE module into the linear quadtree codec. The
compression. In linear quadtree compression, k&2 top level entity is named as PARTIAL_ENCRYPT
block of an image is homogeneous, it is reducedh® \where a low E_D signal activates the QT_ENCODER
block containing the pixel value; otherwise itésluced  plock to perform linear quadtree compression on the
to an ‘I’ block. The intensity values in an ‘I' bik are  jnput image stored in the RAM256X8 block. When
stored in a list. This continues recursively utité 8x8  compression is completed, the RSA_CORE is activated
image is reduced to only one block. The tree Iiel @ to encrypt the tree list stored at RAM addresse$080
color list are stored at RAM addresses beginninth wi 82 (hex). The encrypted tree list is then stored at
40(hex) and 80(hex) respectively. addresses 88 to 8B. On the other hand, a high E_D
signal starts the decryption operation of RSA_CQRE
the encrypted tree list to recover the tree ligtem
'"decompression is performed by the QT_DECODER to
reconstruct the original image.

RSA encryption implementation: RSA Module
consists of 3 sub-modules. They are RSA _LOAD
RSA_CORE and RSA_OUTPUT. RSA_CORE

performs encryption and decryption, RSA LOAD . . .
serially captures incoming message to be encrypted Four test images are used as inputs to verify the
correctness of the design using functional simoatAll

decrypted and RSA OUTPUT serially outputs the ) o :
decrypted/encrypted message. A RAM with 2048 bitsof the test images are grayscale with dimensio®s Bar

o . ) clarity, each image is arranged in a 8x8 tableytiich
in size was design to provide the storage elenwrhé . . )

: the cells correspond to the pixel intensity values
RSA encryption modules.

Arithmetic Logic Unit accepts 32 bits data as inpu (grayscale level or color). The size of each pige bits

and produce 32 bits output. The input data is sltoreand its value is expressed in 2 hexadecimal digits.
temporary in a larger register (34-bits). Arithroeti RESULTS
operations are performed on the temporary registes.

working result is then moved to the output port whe Theoretical results for test image 1 and its quaditree:
the operation is done. The design uses four larggne output of linear lossless quadtree compressian
registers (34 bits) to hold the working results @d eg jist that contains the quadtree nodes andoa st
small registers (5 bits) to hold the loop varialleg).  that contains the pixel values of the image. In ttee
The extra 2 bits in the 4 registers are used irerotd list, binary ‘0’ denotes a leaf node and ‘1’ dersotn
prevent overflowing during addition operations. internal node. The results of linear lossless ceadt
After consideration on the trade-off betwee”compression are:
security and speed, the size of parameters andlsigh
the RSA_CORE module for the VHDL model are Tree list =1001110000012 = 9C1
chosen as follows: Color list = 00 FF 00 FF 00 00 FF 00 00 FF FF 00 FF
00 FF FF FF 00 00
* Mis the 32-bit plaintext for encryption, or the-32  sjze of image = 64x8 bites = 512 bits
bit cipher-text for decryption Size of tree list = 12 bits
* E and N_C are the 32-bit public key (e, n) used forsjze of color list = 152 bits
encryption, or the 32-bit private key (d, n) used f Compression ratio = Size of image / (Size of tise
decryption Size of color list):
e CLKis the clock input signal
* RST sets the state machine implemented in__512 _.., 4
RSA_CORE architecture to the initial idle state 12+152
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Fig. 1: Simulation of Test Image 1 compression and . .
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Mné f § § 5 3 3z » ow B 2 Synthesis: In regard to the designated hardware
Nae ] 9§ 8 8 - o T 2 X g5 G realization, The VHDL code is synthesized by
e L considering Altera FLEX10K: EPF10K10LC84 FPGA
=co U chip on LC84 ackage. The FLEX 10K family provides
;i’c X qI3A0CT3 the density, speed and features to integrate entire
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Maie e ks sl 16750 168.0us chip. The RTL view for the output layer is shown in
o0 S L R T O D Fig. 3.
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rEADy During the formulation of theoretical results for

test image 1, we have omitted the root node and

Fig. 2: Simulation of Test Image 1 partial decrgpti
and decompression

Table 1: Comparison of functional simulation
Compression Compression

Decompression

Image Ratio (clock cycles) (clock cycles)
Test Image 13.12:1 291 291

Test Image 21911 350 332

Test Image 356.89:1 219 200

Test Image 40.96:1 489 350
Functional simulation for linear quadtree

compr ession/decompression: Functional simulation is
performed to test the logic function of the hardsvar
design and it is presented to verify the correctnafs

bottommost leaf nodes in the tree list in order to
achieve better compression ratio, as the decompress
algorithm does not need them. Since decompression i
simply the reverse process of compression, itsltesu

can be deduced from those of the compression.
Functional simulation of the linear quadtree codec
(QT_CODEC) is performed on the four test images
with 20ns simulation clock period (50 MHz). The &m
interval between high GO signal and high READY
signal is divided by the simulation clock period to
calculate the processing time for compression or
decompression. Form the results of functional
simulation for linear quadtree compression and
decompression as shown in Table 1, it is observed t
the processing time is longer with smaller compogss

the algorithms implemented by the quadtree codec aryatio and decompression is faster than compression.

the partial encryption module. Table 1 shows the

functional simulation results on four test images.

Partial encryption simulation: Functional simulation

of the partial encryption module
(PARTIAL_ENCRYPT) is performed on four-test
image with 40ns simulation clock period (25 MH2). |
this study the simulation for test image 1 is shawn

Figs. 1-2 using following key pairs:

In the functional simulation for partial encryptio

the time interval between high GO signal and high
READY signal is divided by the simulation clock
period to calculate the processing time for comthine
compression and partial encryption or partial detion

and decompression and the results are compared in
Table 2. It is concluded that the partial decryptand
decompression is much slower because the decryption
time of the RSA_CORE module is twice longer than
the encryption time.
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Table 2: Comparison of the combined processing fion test image ~ Akter, M., M.B.l. Reaz, F. Mohd-Yasin and F. Choong

1 (functional simulation) 2008a. A modified-set partitioning in hierarchical

gﬁgf;fj;’on (';eacrrt;)'ﬂon and trees algorithm for real-time image compression. J.
Compression encryption decompression Commun. TeChnol. Elect., 53: 642-650. DOI:
Image ratio (clock cycles) (clock cycles) 10.1134/S1064226908060065
Testlmage  13.12:1 1918 4173 Akter, M., M.B.l. Reaz, F. Mohd-Yasin and F. Chopng

2008b. Hardware implementations of image
Throughout the synthesis results, there are a few compressor for mobile communications. J.
points worth to be discussed. Firstly, from thetbgsis Commun. Technol. Elect., 53: 899-910. DOI:
results, the RSA Core module utilized around 20% of ~ 10.1134/S106422690808007X )
the chosen FLEX 10KE device. Nevertheless, thekcloc Chaﬂﬁ;{éz' iggng(;:.?Hecht?rré%dfr?oflifs(t:og;\elglrlggl aﬁi:;f
frequency report showed the critical frequency rigyo ;
34.q7MHz)./ Trr)wis has given the Iimitgtion )gfﬁythe quadtrge structure. Proceedings (.)f the 3rd
. International Symposium on Cooperative Database
frequency of the RSA Modgle, even though the_setmal Systems for Advanced Applications (codas), Apr.
parallel and parallel to serial conyerters coultiexe 23-24, Beijing, China, pp: 194-199. DOI:
133.9MHz and 89.6MHz respectively. For the RSA  10.1109/CODAS.2001.945167
Core module, though the 34.7MHz is acceptables it iChang, C.C., Li C.F. and Y.C. Hu, 2008. Code
not fast enough compare to today’s FPGA technology. transformation algorithms for two breadth-first

However, the critical frequency can possibly be linear quadtrees. Proceedings of the International
increased further by optimizing the circuit through ~ Workshop on Education Technology and Training,
place and route the internal probes. The synttudgise Dec. 21-22, Shanghai, China, pp: 799-802. DOI:

whole RSA encryption, which included the RAM 10.1109/ETTandGRS.2008.233 _
implementation, has taken up 554 units of logid cel Cheng, H. and X. Li, 1996. On the application oaga

(LC). This is about 35% utilization of the chosen decomposmon to image compression aﬂd
‘ : : : encryption. Communications and multimedia
device. Lastly the top level design, which is the

) ) security Il: Proceedings of the IFIP TC6/TC11
PARTIAL ENCRYPT entity, was synthesized. A total International Conference on Communications and

of 2928 units of LC were used and it is about 58%  \ultimedia Security, Sep. 23-24, Essen, Germany,
utilization of the device (Altera EPF10K100EQC208- pp: 116-127.
1). The frequency achieved was 13.42 MHz. http://citeseerx.ist.psu.edu/viewdoc/download?doi=
10.1.1.29.569&rep=repl&type=pdf
CONCLUSION Cheng, H. and X. Ei, 2p000.pra£ial encryption of

) . ) compressed images and videos. IEEE Tran. Signal

In this research project, the FPGA prototypingiof  process., 48: 2439-2451. DOI: 10.1109/78.852023
partial encryption of compressed images algorithet t  cheng, H., 1998. Partial encryption for image aittt
allows for efficient hardware implementation hagtbhe communication. M.S. Thesis, University of
implemented. The lossless quadtree compression and Alberta, Edmonton, Canada.
RSA encryption algorithms are chosen for http://portal.acm.org/citation.cfm?id=336117
implementation due to their computational simplicit Choong, F., M. B. I. Reaz and F. Mohd-Yasin, 2005.
in hardware. It is found from the simulation result Power quality disturbance detection using artificia
that in linear quadtree approach the compression intelligence: A hardware approach. Proceedings of
process is faster than the decompression process. the 19th IEEE International Parallel and
Moreover, the RSA simulations show that the  Distributed Processing Symposium (IPDPS'05),

encryption process is faster than the decryption \Igv(glrkigoflogﬁlnggzo%esn;Z; USA., pp: 146a.
process for all four images tested. T ’ .

Choong, F., M.B.l. Reaz, T.C. Chin and F. Mohd-
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