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Abstract: Problem statement: The performance of the watermarking algorithms is analyzed using
different compression standards to study the watermark extraction behavior of these algorithms.
Approach: A digital watermarking method is said to be effective if the watermark embedded in an
image by it could survive against diverse attacks ranging from compression, filtering to cropping.
Several techniques are presented in the literature for robust watermarking algorithm to defend against
the various the compression methods. Results: In this study, we have presented comparison and
analysis of recently developed watermarking algorithms. Then, an extensive analysis is carried out to
estimate and compare robustness of watermarking algorithms by considering the visual quality of the
original and watermarked images in terms of Peak Signal to Noise Ratio. Furthermore, the extracting
fidelity of the watermarking algorithms is compared by taking the Normalized Correlation value

between the original watermark and the extracted watermark. Conclusion/Recommendations:

The

experimental results showed the accuracy of different watermarking algorithms in terms of visual

quality and fidelity.
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INDRODUCTION

Digital watermarking is a technique used to protect
digital images from illegal copying and exploitation.
Data is embedded into a multimedia element like
image, audio or video by the process of watermarking.
Diverse applications such as copyright protection,
access control and broadcast monitoring use this
embedded data extracted or detected from the
multimedia element (Cox et al., 2002). Digital
watermarking has attracted the attention of a
considerable number of researchers in the period
between early to mid-1990s. From that time onwards
the number of publications per year has increased
rapidly to several hundred (Petitcolas et al., 1999). It
began from simple approaches offering the basic
principles to highly-developed communication theory
results oriented algorithms and applying them for the
watermarking problem (Surekha et al., 2009;
Bankovic et al., 2009; Szczypiorski et al., 2007;

Piotrowski and Gajewski, 2007; Sarhan, 2009;
Marimuthu and Thangaraj, 2010). Cover image,
watermark structure, embedding algorithm and extraction
or detection algorithm are the basic components of an
image watermarking algorithm (Lai et al., 2009).

Watermarking  requirements:  The  following
requirements must be fulfilled by a good watermarking
system (Langelaar et al., 2000):

e Transparency: The degree of degradation of the
quality of the quality due to the embedded
watermark must be minimal

e Robustness: Common image processing operations

such as cropping, rotation, filtering and
compression should not affect the embedded
watermark

e  Security: Even if the embedding algorithm is made
public, the watermarking scheme must be secure.
Cryptographic techniques are commonly employed
to accomplish security
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e  Appropriate complexity: The
compression/decompression  processes  should
require small amount of computation and memory,
particularly for real time application

Careful design is required for tradeoff because it is
evident that these requirements may conflict with each
other. In general, Watermarks and watermarking
methods can be classified into different categories in
several ways. Digital watermarking can be classified
into image watermarking, video watermarking and
audio watermarking (Wang and Zhao, 2006) on the
basis of the range of application. Watermarking
techniques are broadly classified into spatial-domain
and frequency-domain methods (Kumar et al., 2009)
depending on the domain in which the watermark is
inserted.

Previous study: A handful of watermarking schemes
have been presented in the literature for protecting the
copyrights of digital images. Recently, robust
watermarking schemes have received a great deal of
attention among watermarking researchers because of
its performance and effectiveness. A brief review of
some recent researches is presented here.

Bohra et al. (2009) have proposed a technique
based on second-generation wavelets (lifting-based
integer wavelets transform) for robust watermarking of
images. The capability of blind self-authentication of
the watermarked image has been present in the
proposed approach along with robustness. Due to the
employment of integer-to-integer transform, the
watermarked images have not shown any perpetual
degradation and a Peak Signal To Noise Ratio (PSNR)
in excess of 40 dB has been obtained. For diverse
attacks for example filtering, compression and rotation,
the proposed technique has shown superior
performance over other similar existing schemes, in the
simulation results. Also, alterations in the image
generates dissimilar sequences because of the two
independent processes that has been employed in the
proposed watermark sequence extraction, thereby
alterations in the image have been detected.

MeenakshiDevi et al. (2009) have introduced an
adaptive image watermarking approach which
comprises Kernel Fuzzy C-Means (KFCM) clustering
algorithm and Human Visual System (HVS). First they
have performed block-wise DCT transform after
segmenting the host image into image blocks. Then, in
order to choose the embedding position and find out the
embedding strength of image blocks adaptively they
have trained the KFCM using the three local features of
image blocks extracted from its image coefficients. The
robustness of the proposed algorithm to common
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attacks for example JPEG, filtering, noise addition,
scaling, sharpen, has been confirmed by experimental
results.

Lu et al. (2010) have presented a robust, feature
point detection and image normalization based
watermarking scheme. First, using the proposed multi-
resolution feature point detection filter, they have
identified some stable feature points from the original
image. Then, image normalization has been performed
on the disks centered at these feature points. For each
disk the watermark has been embedded separately in
the sub band coefficients of DFT domain. The original
image has not been required and the correlation
between the watermark embedding coefficients and the
original watermark has been used by the watermark
detection process. The proposed scheme which
achieved strong robustness to signal processing and
geometrical distortions has combined the advantages of
feature point detection and image normalization. The
superior performance of the proposed scheme has been
demonstrated by experimental results.

Watermarking algorithms: The main objective of the
proposed research is to compare the watermarking
algorithms described in the literature (Liu et al., 2006;
Ye and Tan, 2008; Kung et al., 2009; Lin et al., 2010;
Chandra et al., 2010; Coria et al., 2007). Algorithms
proposed to perform robust watermarking in the
frequency domain are selected for comparison. Their
robustness is obtained for several compression
standards and the results are extensively analyzed for
diverse compression ratios. The following subsections
provide a detailed description of the embedding and
extracting process of the watermarking algorithms.

Liu et al. (2006) algorithm: Liu et al. (2006) have
proposed a self-reference image based robust
watermarking scheme. In order to overcome the weak
robustness problem in spatial domain, their robust
watermarking scheme has modified the original image
in transform domain and has embedded the watermark
in the difference values between the original image and
its reference image. Furthermore, the application has
been more practical in real life application for
ownership verification because original images have
not been required for watermark extraction.

Ye and Tan (2008) algorithm: Ye and Tan (2008)
have proposed an improved digital watermarking
algorithm for a meaningful image. They have processed
the image using Arnold transformation and correlation
detection and multiplied the spectrum of the
watermarking with the pseudo-random series to obtain
the private key.
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Fig. 1: Watermark embedding process

Kung et al. (2009) algorithm: Kung et al. (2009) have
proposed a robust frequency domain watermarking
scheme. The coefficients of the middle frequency have
been employed by their algorithm for oblivious
watermarking.

Watermark embedding steps:

Step 1: Obtain X; by performing block transformation
of the host image f by means of DCT. To be
consistent with the JPEG compression standard,
they choose 8x8 as the block size and serially
label the transformed blocks as B, for
0<j<NxN/64.

Find 16 coefficients out of the middle
frequency coefficients for each 8x8 block B;.
Append eight of them to the sequence a,(j) and
the remaining eight to a,(j) and select the
sequence g; and g, corresponding to a; and a,
from the quantization table.

Obtain w; by performing the scrambling
operation on the watermark wg using the
relation, ws = wg@c, where ¢ is the chaotic
binary sequence of size MxM.

Perform the permuting operation on the
scrambled watermark w; to obtain wy,.

Obtain w, by carrying out the permuting
operation on the scrambled watermark.

Using the bipolar function, transform the
watermark value. The watermark value is
defined in the bipolar form {-1, 1} as:

Step 2:

Step 3:

Step 4:
Step 5:

Step 6:
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1
-1,

wb(x,y)—{ if w,(x,y)=1

else

Step 7: Modify the image X; based on wj, as follows
If watermark bit =1 (a 1), the position
corresponding to the original image is not
altered.
If watermark bit =0 (a = -1):

p=ls,—s,[ss =a,(i) / a,(i).s, = a, (i) / 4, (i);

tl:Sl+a>{gJ+ax(pmod2)

t, =5, —ax{gJ—ax(l—Ws(l));

a,'(J) = t,x0,(1);:a,'(J) = t, ¥, (J)

Step 8: Obtain G by replacing the sequences Aj(l) into
Xs.

Step 9: Obtain the watermarked image g by performing
the inverse block DCT on G.

The block diagram of the watermark embedding
process is given in Fig. 1.

Watermark extraction steps:

Step 1: Obtain G and collect the mid frequency region
of G as sequences a,(j) and a,(j) by performing

the block transform of the watermarked image
g using DCT.

Step 2: Using the demodulation function, retrieve the
permuted watermark as:

w,;'()=o= sign(‘a‘l(j)‘ - ‘a‘z(j)‘)

Step 3: Using the inverse bipolar function, inverse the
watermark value as:

w, (x,y) = inbipolar[ w,,(x,y) |

where, 0< x,y < M,w,(x,y) e{-11)} in bipolar:

Lw=1
(W):{o,w=—1

Step 4: Apply the transform on the pixel positions
of w, and obtain the reverse permutation.

Step 5: Using the chaotic binary sequence c, reverse
the scrambling process to obtain extracted
watermark w, by, w, =w_ @c.
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Fig. 2: Watermark extraction process

The block diagram of the watermark extraction
process is given in Fig. 2.

Lin et al. (2010) algorithm: Lin et al. (2010) have
proposed a watermarking technique that adjusts the
DCT low-frequency coefficients by the concept of
mathematical remainder to preserve acceptable visual
quality of watermarked images.

Watermark embedding steps:

Step 1: Permute the watermark before it is embedded
into the host image using Torus automorphism
permutation as follows:

(AT

Step 2: Divide the luminance Y of original image into
non-overlapping blocks of size 8x8, after YUV
color transformation and DCT transform each
Y block independently.

Step 3: Quantize each DCT-transformed block of Y on
the basis of the quantization table provided by
the JPEG compression standard, to enhance the
robustness of the watermark against the JPEG
compression.

Step 4: Sort the image blocks in the descending order
of their respective M(m) i.e., the number of
non-zero coefficients in block n.

Step 5: Modify the DCT coefficients at the low-
frequency positions to embed the watermark
information. The variables relative to the DCT
coefficient value C and modulus N can be
defined as:

IC|
= |C|mod N;q=—;
p= [C]| a="y
. 1 ,ifC>0
sign = .

-1 ifC<0

By changing the value of coefficient C, the binary
information of watermark pattern is embedded into the
selected block. Let C* be the value of modified
coefficient corresponding to C can be obtained by the
following rule.

If watermark bit = 0:

p':%:c.ufsian(WN*P')?

Chign =Signx (g +1)x N +p’)

C*= C'Dw ’_iflclow_CI S |Chigh_C|
Crign if[Cio =C| > [Cyigy =C|

If watermark bit = 0:

low

p'Z%:CmW =signx((@-DxN+p?);

Crign =Signx (qx N +p’)
C*= CIuw 7|f |Clow -C | < | Chigh -C |
Chigh JifIC,, —C| > | Chigh -C|

low

Step 6: Inverse DCT transform is applied on each
block of the host image independently after all
the watermark bits are inserted into the
selected image blocks.

Step 7: Apply the weighted correction procedure to
further improve the visual quality of the
watermarked image, which makes a slight
change on the watermarked (modified)
luminance Y*. The weighted correction
procedure can be represented in terms of the
difference D between the original luminance Y
and the watermarked luminance Y* as:

D=Y-Y*Y**=Y*+fxD

Step 8: Finally, transform the YUV color planes of the
watermarked image back to the original RGB
color planes.

The block diagram of the watermark embedding
process is given in Fig. 3.
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Watermark extraction steps:

Step 1: Based on the YUV color transformation, extract
the luminance information of watermarked

image.
Step 2: Divide the Iluminance information of
watermarked image into non-overlapping

blocks of size 8x8. Transform each block into
DCT frequency domain independently based on
the DCT Transformation. Generate non-
overlapping blocks of size 8x8, by dividing the
luminance information of watermarked image.
Based on the DCT  Transformation,
independently transform each block into DCT
frequency domain.

Step 3: Based on the following rule, extract the binary
information of the watermark:

0 Lif ( |C(i,j)|m0dN)<%

1 if ( |C(i,j)|modN)z%

Step 4: Using Torus auto-morphism  permutation,
rearrange the extracted watermark bits in the
proper order and after that reconstruct the
watermark pattern.

YUV color Decision of luminance
transformation information

Watermarked l

image Discrete cosine

transform

Watermark
extraction process

Torus automorphism
permutation

Extracted watermark
image

Fig. 4: Watermark Extraction process

The block diagram of the watermark extraction
process is given in Fig. 4.

MATERIALS AND METHODS

This section describes the experimental results and
comparative analysis of four considered algorithms.
These algorithms are implemented using MATLAB.
Here, for comparison, we have taken the watermark
image and the host images such as, Lena, Baboon and
Cameraman. For each input host images, the watermark
image is embedded based on embedding algorithms and
the watermark image is extracted from the watermarked
image using extraction algorithms. The outputs
obtained from the different watermarking algorithms
are compared based on the metrics, for example, PSNR
and NC. The visual quality is evaluated for the
algorithms by the Peak Signal-To-Noise Ratio (PSNR)
criterion in between the host images with the
watermarked images and the extracting fidelity is
compared by the Normalized Correlation (NC) value
between the original watermark and the extracted
watermark. The definition of PSNR and NC is given in
the following equations:

E2 xI x|
PSNR =10log,, <& —w—_h (D)
? Z(Ixy - Ixy)
Where:
lyand I, = Width and height of the watermarked

image
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Original image pixel value at coordinate
x,y)
Watermarked
coordinate (X, y)

image pixel value at

EZ., = Largest energy of the image pixels (i.e.,
Emax = 255 for 256 gray-level images):
N M P .-
22 Wi ) x Wi, j)
NC =20 2
2 2 (WG]
i=0 j=0
Where:
W(i,j) = Original watermark image
W*(i,j) = Extracted watermark image
N and M = Width and height of the watermark image

RESULTS

The robustness of the considered algorithms can be
evaluated with the help of compression techniques for
JPEG. The algorithm is said to be robust only if the
considered algorithms can be able to extract the
watermark information after applying the compression
in the watermarked image. Here, we apply the different
compression standard in the watermarked images to
analyze the robustness of the watermarking algorithms
in terms of visual quality and the fidelity.

JPEG: JPEG is a lossy compression algorithm that has
been constructed for the purpose of decreasing the file size
of natural, photographic-like true-color images to the
maximum possible extent without degrading the visual
quality of the image in terms of human perception. For
robustness comparison, we make use of JPEG
compression that is applied in the watermarked images,
the watermark image is extracted and PSNR and NC
metrics are calculated for various compression ratios to
evaluate the performance of the watermarking algorithms.

Peak signal-to-noise ratio: The PSNR of the
considered algorithms are computed for various
compression ratios of JPEG compression. The values
taken for different algorithms are plotted as a graph
shown in Fig. 5-7. Here, the watermarking algorithm
proposed by Ye and Tan has achieved highest PSNR
for compression ratio for example, 90 and 100 rather
than the baboon image. But, Liu et al. (2006) algorithm
outperformed all other algorithms for the highly
compressed images. The PSNR obtained by the Lin et
al. algorithm is behaved similarly for the entire input
images as well as the output is independent of the
compression ratio.
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Fig. 7: PSNR obtained by the different algorithms for
Cameraman image

Normalized correlation: The comparison  of
considered algorithms based on Normalized Correlation
is given in this sub-section. The NC values are
computed for different compression ratios of JPEG
compression and the values are plotted as a graph
shown in Fig. 8-10 for the considered algorithms. The
behavior of the algorithm proposed by Ye and Tan is
changed according to the input host images. Again, Liu
et al. algorithm achieved almost highest NC for all host
images except baboon image.
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DISCUSSION

In this study, we presented an extensive analysis of
four robust watermarking algorithms done in the
frequency domain. The performance study was carried
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out on four watermarking algorithms in terms of visual
quality and the fidelity. Furthermore, the behavior of
the watermarking algorithm was analyzed after
applying the various compressions in the watermarked
images. The comparative study has revealed that Liu et
al. algorithm achieved better visual quality when
compared with other algorithms. Moreover, the
experimental results have shown that Liu et al.
algorithm was better (in terms of fidelity) of the other
algorithms. The algorithm proposed by Lin et al. has
not significantly changed the visual quality according to
the compression ratio.

CONCLUSION

As demonstrated in the experimental results, the
proposed intellectual property rights protection scheme
can visually identify the owner of image, the signature
can be completely retrieved from the compressed
watermarked image and the falsification position within
the image can be detected when the image is falsified.
Therefore, we conclude that the new proposed technique
is more suitable for images that will be highly JPEG-
compressed and transmitted on the Internet.
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