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Abstract: Problem statement: The S-Box transformation is a computationally msiee and
important operation of the Advanced Encryption 8&ad (AES).Approach: This study presents the
comparative study between reduced Residue of PNomabers and Galois Filed GF®%2based S-
Boxes using Virtex-5 and Virtex-6 FPGA devices. Timplementation of S-Boxes is done using Very
High speed integrated circuit Hardware Descriptianguage (VHDL)Results: The results obtained
from Virtex-6 FPGA show that the proposed methodsrat a clock frequency of 0.785ns, which is
three times faster than S-Box based on Galois FHEQZ). Conclusion: The reduced version of the
S-Box based on prime number shows promising resslisompared to Galois Field GF)(Based S-
Box, which could be used in AES to increase its glexity and add more confusion.
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INTRODUCTION first taking a multiplicative inverse in the Galdield
GF (®) and then applying a standard affine
The National Institute of Standards and transformation over Galois Field GF®2The S-Box
Technology (NIST) has adopted a block cipher, whichyased on residue of prime numbers (Abuelyman, and
was subsequently developed by Belgian researchei§senibani, 2008) adds more confusion than the $-Bo
V|“ncent Ru_men and Jpan Daemen and ”ame‘?' 3Based Galois Field GF {2 because it exploits most of
Rijndael - cipher _algorithm Advanced ~Encryption the resources since it is required in every round

Standard (AES) (FIPS-197, 2001; Daemen and Rijme .
2002). The transmission of sensitive electroniaificial ng;ggv_ea’eiggg)e';o alda;eo’ogsgzzigznﬁtzz ar;((jjoljram

transactions and digital signature applicationsvifhea . ) . "
rely on cryptographic algorithms. Cryptographic Badﬂ!oetal.l, 2006; Talwar and Rajpal, 2006'_&“"’“" _
algorithms offer secrecy, integrity and non-repriian ~ 2007; Kundiet al., 2009; RezaeiPour and Said, 2009;

of exchanged information over the fast and insecurd/irvaziri etal., 2009; Kundet al., 2010) have reported
digital communication networks. The implementation S-Box based fast and efficient algorithms, but ne bas

of cryptographic algorithms on the Field Programteab look at the importance of data security, which lsoa
Gate Array (FPGA) provides a promising solutionttha very important. The acceleration of the procesals®
combines with high flexibility with the speed and a one of the prime factors and the security of thia d&

well as physical security of traditional hardware another. Looking at these important parametersBms-
Application Specific Integrated Circuits (ASICs) based on reduced Residue of Prime Numbers can be
(Mangardet al., 2003). used, which results in similar table entries to &B

The substitution box (S-Box) is a computationally based on Galois Field GF %2 (Abuelyman and
intensive and requires more than 75% of the FPGAalsehibani, 2008).

resources (Aziz and Ikram, 2007). The S-Box is B-no

linear component of the AES algorithm based on thezgyanced Encryption Standard: The AES is a
Galois Field GF (3 provides confusion capability symmetric block cipher that processes  fixeditad ~ of
(Tran et al., 2008). S-Box based on Galois Field GF 128-bit blocks. It supports key sizes of 1282-256
(2% is constructed by performing two transformations;bits and consists of 10, 12 or 14 iteratiounds.
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Table 1: S-box based on reduced version of ResitiBeime Number 257

0 1 2 3 4 5 6 7 8 9 a b c d e f
0 00 01 81 56 cl 67 2b 93 el c8 b4 bb 96 b2 ca 78
1 fl 79 64 e6 ba 31 de be 4b 48 59 ee 65 c3 3c c7
2 f9 94 bd eb 32 84 73 91 2d a3 99 6f 5f af
3 a6 7e ad 61 77 3 b3 8 e2 3d e4 66
4 fd 57 4a ea df 95 f6 b5 a9 ba f7 c9 f4
5 97 ab d2 60 cd 7f b8 dl b0 98 ds
6 87 d7 ad bl 5 bc e0 fa
7 da 74 7c 86 of 9e 8c dc
8 ff ac ce 8f fo f2 cb 62 920 db
9 ds5 fc c2 e5 ef
a cc ae d3 ed e7 c0 fe
b e9 bf e8
c c6 e3 dd
d ec do fb
e
f
Input bytes State array Ouput bytes
Cing “ Sao : Soa Soz Soa s outy | outy _.:OU‘S :OUlwzf
ing : "S840 84 : Siz S ::} S out; © outs : oulg :OUI‘HE

Fig. 1: Mapping of Input bytes, State array andpDubytes

State values are mapped to the output bytes autfy o
outl, out2,..., outl5.

The AES algorithm is an iterative algorithm and
each iteration is called a round. Each round mtkes
data with a round key, which is generated from the
encryption key. Figure 2 presents AES algorithm
structure with round operations. As shown in Fig. 2

each of the nine rounds consists of four
transformations: SubBytes, ShiftRows, MixColumns
and AddRoundKey with the exception of MixColumns

SubBytes

ShiftRows

ShiftRows

NP Round key (10) transformation in the last round. SubBytes can be
implemented either by computing the S-box, which is
Round key (1) —=(]) consists of 16 identical 256-byte substitution ¢abf
Ciphertext (128 bits) using Look-Up-Table (LUT).

) ] MATERIALSAND METHODS

Fig. 2: AES algorithm structure

. ) The S-Box based on Residue of Prime Numbers is
The AES algorithm’s internal operations are perfedm 5 complete S-Box with 256 entries and the full deta
on a two dimensional array of bytes called Statee T of this table is given in (Abuelyman and Alsehibani
128 bits are organized into state matrix whichfishe  2008: Rais and Qasim, 2010). The Table 1 shows the
size of 4x4. State is filled with the input datadk and  reduced version of S-Box based on Residue of Prime
XOR-ed with the encryption key. At the start of Nymbers. As it is reported in (Abuelyman and
encryption the array of input bytes is mapped ® th pisehibani, 2008; Rais and Qasim, 2010) S-box based
State array as shown in Fig. 1: T]J?}-S-blt.blockcar.\ on reduced Residue of Prime Numbers produces more
be expressed as 16 bytes: inO, inl, in2, ..., inl5¢onfusion, which is not present in Galois Field @8
Encryption process is performed on the State aad th pased S-Box.
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Table 2: Performance evaluation of a Galois Fiel# &) and results which could be used in AES to increase its
reduced Residue of Prime Number based S-Box desiggy complexity and add more confusion in order to

Virtex-5 (Rais and Qasim, 2010 ) . . .
( : ) provide further resistance against algebraic aack

Galois field GF (3) / Reduced version of

Residue of Prime Residue of Prime

Numbers Numbers ACKNOWLEDGEMENT
Frequency (MHz)  371.609 512.821
EE”A"JSF”S) 12-691 Zer01-950 The researcher acknowledges the assistance and
Occupied slices 5 31 the financial support provided by the Cornea Redear

Chair, College of Applied Medical Sciences, King
Table 3:Performance evaluation of a Galois Field @) and  Saud University. In particaular, | would like toattk
reduced Residue of Prime Numbers based S-Box desigiDr, Muhammad H. Rais for his vaulable support in

usmgV|rtex-6G _ . this study.
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