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Abstract: Problem statement: Wireless sensor networks, brings out variety ofedént challenges

at energy level, integrity, authentication, comnuaion cost.Approach: In the secure data
aggregation techniques, reduction in the energyswmption was not elaborated in detail, since
aggregator means of connection to sink was eitivecdor through other aggregators which need
high energy levelResults: We suggest an Energy Constrained Secure Hieratdbata Aggregation

in Wireless Sensor Networks. At first the networisndivided into clusters, each cluster begins with
an aggregator and aggregator was connected toBased on distance to sensor nodes and its energy
level the aggregator detects the node. Separagewese distributed to the two levels i.e., sensmten

to the aggregator and aggregator to the sink. Wieerne data had to be sent from a sensor node to
another node; initially the sensor node encrypésdhta using a key and sends it to the aggregator.
Conclusion/Recommendations. The digital signature algorithm that is based @ Elliptic Curve
Digital Signature Algorithm is as secure and hakiced energy consumption.

Key words: Wireless Sensor Networks (WSN), Secure Hierarchidata Aggregation (SHDA),
Elliptic Curve Digital Signature Algorithm (ECDSAX:nergy Efficient Secure Data
Aggregation (EESDA)

INTRODUCTION Many features of the wireless sensor networks have

. . given rise to challenging problems (Hartl and 1002).
Wireless sensor networks: Wireless sensor networks The most important three characteristics are:
consist of the latest technology that has attaimedble
consideration from the research community. Sensof  Sensor nodes are exposed to maximum failures
networks consist of numerous low cost, little desic , gensor nodes which make use of the broadcast
and are in nature self organizing ad hoc systerhs. T communication pattern and have severe
job of the sensor network is to monitor the physica bandwidth restraint
environment, gather and transmit the information to, Sensor nodes have inadequate amount of resources
other sink nodes. Generally, radio transmissiorgean q
for the sensor networks are in the orders of th
magnitude that is lesser that of the geographicaps
of the unbroken network. Hence, the transmission o

Data aggregation: Data aggregation is considered as
pne of the basic dispersed data processing measures

data is done from hop-by-hop to the sink in a rrudtp save the energy and minimize the medium access laye
manner. Reducing the amount of data to be relayefiontention in wireless sensor networks (e al.,
thereby reduces the consumption of energy in the&006). Itis used as an important pattern for diingoin
network (Vass and Vidacs, 2007). the wireless sensor networks. The fundamental islea
Wireless sensor network consists of a huge numbdP combine the data from different sources, rediiec
of tiny electromechanical sensor devices that ar&vith the removal of the redundancy and thereby
capable of sensing, computing and communicatingréducing the number of transmissions and also saves
These electromechanical sensor devices can be maégergy (Krishnamacharet al., 2002). The inbuilt

use for gathering sensory information, like redundancy in the raw data gathered from various
measurement of temperature from an extensivesensors can be banned by the in-network data
geographical area (Kohonen, 2004). aggregation. In addition, these operations utiliae
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materials to obtain application specific informatid o Prakashet al. (2009) have offered privacy-
conserve the energy in the system thereby mainiini preserving data aggregation method for additive
longer lifetime in the network, it is important fohe  aggregation functions. The objective of their wisk
network to preserve high incidence of the in-networ to connect the gap between collaborative data
data aggregation (Faal., 2007). collection by wireless sensor networks and data

Secure data aggregation: The following are the issues privacy. They have presented simulation results of

o . their methods and compared their performance to a
that lated to th t the dat ey of . . . .
Waél\?r(esgi;tea]”ozooe&s.ecun y In the data agyreg o typical data aggregation scheme TAG, in which there

is no data privacy protection is offered. Resulevs
Data confidentiality: In particular, the fundamental the efficacy and efficiency of their methods. But,
security issue is the data privacy that proteces thpecause of the algebraic properties of the
transmitted data which is sensitive from passivepolynomials, the communication overhead increases
attacks like eavesdropping. The significance of theyng pecomes more complex.
data confidentiality is in the hostile environment, AbuHmed and Nyang (2009) have presented a
where the wireless channel is more prone 1Q;phrant and protected scheme for data aggregation i

eavesdropping. Though cryptography provides plentyy sy Their proposal scheme consists of level-based
of methods, such as the process related to conptica key derivation, data aggregation and a new node

encryption and decryption, like modular multiplioat joins phases. In addition, they have also done a

2: tlg;ggterlnqgmut;itlairzses me speunbsli)cr’s kgzverbsaseeeddil on security analysis for an associated Level-based Key
yptosy ' P P y Management (LBKM) scheme proposed by Kan
Data integrity: It avoids the modification of the last al. Their analysis shows that LBKM is insecure for
aggregation value by the negotiating source nodes ®ne node compromising and nearby nodes
aggregator nodes. Sensor nodes can be withomisbehavior. To this end, they proposed various
difficulty compromised because of the lack of thelevel-based key management schemes for protected
expensive tampering-resistant hardware. The otlserwi data aggregation. Their scheme is protected ane mor
hardware that has been used may not be reliable afficient than LBKM scheme in concern with
times. A compromised message is able to modifgegor communication overhead and security. However, the
and discard the messages. proposed work is work only in the tree based
Generally, in wireless sensor networks for secur&trycture. Moreover, the overhead is larger in the
data aggregation, two methods can be used. They agg e of the threshold cryptography.
hop by hop encrypted data aggregation and enddo en o o gl (2007) have offered two privacy-
encrypted data aggregation (Sangl., 2006). preserving data aggregation schemes for additional

Hop-by-Hop encrypted data aggregation: In this aggregati.on functions. (;Iugter-based Private Data
technique, the encryption of the data is done byséinsing Adgregation (CPDA,) is their first scheme that leages
nodes and decryption by the aggregator nodes. TH&€ clustering protocol and algebraic properties of
aggregator nodes aggregate the data and agairpetiy Polynomials. Slice-Mix-Agg Rega Te (SMART) is their
aggregation result. At the end, the sink node db#ins  second scheme that builds on slicing techniquestaand
the last encrypted aggregation result decrypts it. associative property of addition. The objectivethudir

_ ) work is to connect the gap between collaborativa da
End to end encrypted data aggregation: In this  cojiection by wireless sensor networks and data

technique, the aggregator nodes in between does nghyacy. They evaluated the two schemes by privacy-
contain any deﬁryptlon keyés p and can only performy eservation” efficacy, communication overhead and
aggregation on the encrypted data. data aggregation accuracy. Their Simulation outcome

Related work: Sanget al. (2006) have classified in Shows the efficacy and efficiency of our schemest B
concern with the security issues, data confiddtyial the bandwidth use is increased in the case of their
and integrity in data aggregation into hop-by-hopProposed SMART technique.
encrypted data aggregation and end-to-end encrypted Huang and Shieh (2007) have proposed a Secure
data aggregation. They have also proposed two gkenerEncrypted-Data Aggregation (SEA) scheme in Mobile
frameworks for these two correspondingly. TheWireless Sensor Networks (MWSN) environment.
framework for end-to-end encrypted data aggregatioheir design for data aggregation removes redundant
has high computation cost on the sensor nodes, bgtnsor readings which does not uses encryption and
attains stronger security, when compared to thenaintains data privacy and privacy during transioiss
framework for hop-by-hop encrypted data aggregation When compared to conventional schemes, their
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proposed scheme provides security and privacy anbase point T with the private key; as a result agot
duplicate instances of original readings will be point is produced on the curve. A new public/privat
aggregated into a single packet; thereby, moreggner key pair is required in each round of processingesit
can be saved. But integrity is not brought intowould take only two signatures for a malicious node
discussion in their proposed SEA scheme. thereby will determine another node’s private kéya
Chanet al. (2006) Secure hierarchical in-network sensor signs the same reading with the same kew, th
data aggregation is guaranteed to identify any;ngther sensor would be able to decide the privaye
manipulation of the aggregate by the adversary, most sensor applications, it's likely that theme
beyond what is achievable through direct injectidn message would be generated several times. Eacbrsens

data values at comprom|sed_ nodes. In other wohgs, t calculates R, which is the base point T multiplgtthe
adversary can never gain any advantage from . - :

: . . . .—current random integer k. In addition, each semgtr
misrepresenting intermediate aggregation

computations. The system incurs only ®lag2 n) calculate the multiplicative inverse of k mod p.wo

node congestion, supports arbitrary tree-base(%]a‘:h sensor can produce its unique signature sie On

aggregator topologies and retains its resistana@ag the signature has been generated, _the sensor peOiERe
aggregation manipulation in the presence of antyitra Nomomorphically encrypt its reading xi. Initiallyre
numbers of malicious nodes. The main algorithm isS€Nsor maps its reading onto the elliptic curvec&xhe
based on performing the SUM aggregation securely b{Papping is done, the reading is encrypted using the

first forcing the adversary to commit to its choice  ECIES algorithm (Liu and Ning, 2008).
intermediate aggregation results. When the sensor receives messages from other

nodes for forwarding, it unites them based on the
Problem identification: In study Bhoopathy and algorithm. The signature scheme is designed in such

Parvathi (2011), we had proposed an Energy EfficienV@ that all signatures can be united via simple
Secure Data Aggregation Protocol for wireless sensofithmetic. This will make the amount of work
networks. In this protocol, we incorporate the necessary from a parent very small and thus wéttdéu
authentication and security to maintain the efficigof ~ for wireless sensor networks.
the data aggregation. Whenever a sensor node teants
send data to another node; first the sensor noclypa
the data using a key and sends it to the aggredabor
integrity of the data packet, a MAC based authatitio
code is used. The security problem of WSN such a
aggregator compromise is not taken into considarati Ste

> . . p1l
This aggregator compromise is harmful for network

Algorithm for Sensor:

Requirement: Elliptic Curve Parameters E = (q, Fr, a,
b, T, p, h), sensor reading mi, private key Piksin
gublic key Pu, a network wide random integer k

The sensor node calculates Pi * T = (X, y)

communication in network data aggregation its public key.
: Step2 = The sensor node calculates R = (r(x)) r(y)
=k T.
MATERIALSAND METHODS Step3 = The sensor node calculatésriod p.
We propose an energy constrained securetep 4 = The sensor node calculates st £rki + Pi

hierarchical data aggregation in wireless sensiwar&s +1(x)) mod p. _

Step5 = Each sensor node's signature for the
Proposed work: message mi is si.
System overview: Initially we describe the details for Step 6 = Each sensor node maps its reading mi onto
the algorithm that will be executed at the sensors. the elliptic curve E.
Appropriate elliptic curve parameters, the bastasta’ Step 7 = Each sensor node generates cipher-text mi
public key and a network wide random integer wél b =enc (mi)

pre-loaded for each sensor. The integer is maddause Step 8 If Sensor node is a parent then
generate a new k at set intervals. This assurédttea Step 9 The sensor node combines the signatures
signatures are additive and are secure againstkatta into s J'si
At the beginning of each round, each sensor sekcts Step 10 = The sensor node combines all cipher-texts
private key and calculates the appropriate pubdig. k into one cipher-texfmi
Selecting a private key is straightforward and setb@  Step 11 End if
sensor to select an integer in the field of thépd
curve. The public key is produced by multiplyingeth  Algorithm for base station:
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Requirement: Elliptic Curve Parameters E = (g, Fr, a, b, Table 1: Simulation Parameters

T, p, h), sum of encrypted sensor readingsymzsum  No. of nodes 30

of the signatures s 35, base station private key gum l\A/Ifaef size gg;xffl

of public keys Z, a network wide random integer k Routing protocol DSDV
Simulation time 50 sec

Step1 = Decrypt cipher-tem,==>m; Traffic source CBR

Step2 = Map reading m from the elliptic curve D Packetsize 50 bytes

into plaintext. Rate 50 bytes

Transmission range 150 m

Step 3 = Calculate R = (r(x), r(y)) =k * T. No. of events 4

Step4 = Calculate w ='snod p. No. of sources 1,2,3and 4

Step5 = Calculate ul = mw mod p. No. of attackers 1234and5

Step 6 = Calculate u2 = r(x) w mod p. Speed of events 5 m sec

Step 7 = Calculate X =T + WZ.

Step 8 = Calculate v = X(x) mod p. Sink

Step9 = Ifv==rthen I —— .

Step 10 = The signature verified Agg | Agg Agg

Step 11 = End if s —— S=

The algorithm explained securely computes the S_N G U S G Gl ey e S
SUM of the readings in a wireless sensor netwohe T ]
base station needs a count of the number of pointsig. 1: System Architecture
included in the SUM, to securely compute the
AVERAGE in a wireless sensor network. By knowing Attackers Vs delay ratio

the count of sensors contributed to the aggredhte, =5
AVERAGE can be calculated. = 0.6
RESULTSAND DISCUSSION & 04
Simulation setup: The performance of our ECSHDA il
protocol is estimated through Network Simulator 0 - - )
Version-2 Ns-2 simulation (Fig. 1-11). A random 1 L T 2

network deployed in an area of 3&bl m is
considered. Initially 30 sensor nodes are placed ifrig. 2: When the number of nodes is increased Ketac

square grid area by placing each sensor in&®@rid Vs Delay gives the average end-to-end delay for
cell. 4 phenomenon nodes which move across the grid both protocols. It is obvious that the average end-
(speed 5m séf are deployed to trigger the events. 4 to-end delay of our proposed ECSHDA protocol is
aggregators are deployed in the grid region acogrtti less than that of the existing EESDA protocol

our protocol. The sink is assumed to be situated 10

meters away from the above specified area. In the Attackers Vs delay

simulation, the channel capacity of mobile hostsesto 20

the same value: 2 Mbps. The Distributed Coordinatio 15

Function (DCF) of IEEE 802.11 is used for wirelegdNs =0 ~8- FcEnA|

as the MAC layer protocol. The simulated trafficOBR o F:_—::t._——_:_-_r_—_—:;;n —t—EESDA

with UDP source and sink. The number of sourcézed 5

as 4 around a phenomenon. Table 1 summarizes the | i

simulation parameters used. i 1 2 3 A 5

) Attackers
Performance metrics: The performance of an

Energy Constrained Secure Hierarchical DataFig. 3: Attackers Vs Delivery ratio gives the

Aggregation (ECSHDA) protocol is compared with packetdelivery ratio for both protocols when

our previous work Energy Efficient Secured Data the number of nodes is increased. We can
Aggregation (EESDA) protocol (Bhoopathy and observe that the packet delivery ratio of our
Parvathi, 2011). The performance is evaluated proposed ECSHDA protocol is higher than

mainly, according to the following metrics. that of the existing EESDA protocol
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Attackers Vs energy Sources Vs delay
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Fig. 7: Sources Vs delay gives the average endhito-e
delay for both protocols when the number of

sources increased.We can notice that the average

end-to-end delay of our proposed ECSHDA

Fig. 4: Attackers Vs energy gives the enery congiomp
for both protocols. We can notice that the energy
consumption of our proposed ECSHDA protocol

's less than that of the existing EESDA protocol protocol is less than that of the existing EESDA
Attackers Vs drop protocol
15000
Sources Vs delivery ratio
% 10000 + _  -@-ECSHDA 08
E s DA oo e
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= 5S4l = =il :
= ——EESDA
o= — . a g2
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Artackers 0+ — . _
1 2 3 4
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Fig. 5: Attackers Vs drop gives the Packet drdjp rfar
both protocols. We can make out that the Packekig g sources Vs delivery ratio gives the packet

drop ratio of our proposed ECSHDA protocol is delivery ratio for both protocols We can observe
less than that of the existing EESDA protocol that the packet delivery ratio of our proposed
] ECSHDA protocol is higher than that of the
o Altackers Vs thronghput existing EESDA protocol
_§ 3000: 1 '/.———I/!—_—. = Sources Vs energy
= 6000 | rx_'_,r——' -8~ ECSHDA L
= 1000 | —+—EESDA gl _
2000 B _;—_—:‘.—"-':::”_*:' s~ ECSHDA
04 _ - . 3 5 —+—EESDA
1 3 3 4 5 2
Attackers
0 + '
Fig. 6: Attackers Vs throughput gives ) LI 4

thethroughput for both protocols. We can

observe that the Throughput of our proposedrFig. 9: Sources Vs Energy gives the enery consampti

ECSHDA protocol is higher than that of the for both protocols. We can notice that the energy

existing EESDA protocol consumption of our proposed ECSHDA protocol

is less than the existing EESDA protocol
The performance of ECSHDA is compared with

the EESDA (He et al., 2007) protocol. The Average packet delivery ratio: It is the ratio of the
performance is estimated mainly, according to thenumber of packets received successfully to thel tota
following metrics. number of packets transmitted.

Average end-to-end delay: The end-to-end-delay is Energy consumption: It is the average energy
averaged over all surviving data packets from theconsumption of all nodes in sending, receiving and
sources to the destinations. forward operations.
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integrity of the aggregate. Simulation performances
show that our proposed technique has reduced energy

Sources Vs drop

15000

1o00o 4 —— ECSHDA

—+—EESDA

Packels

l———r--'-"l"_'_—.

3000 +

a

v}

Sources

Fig. 10: Sources Vs Drop gives the Packet drojp rfati

both protocols. We can notice that the Packegy,,

drop ratio of our proposed ECSHDA protocol is
less than that of the existing EESDA protocol

consumption and obtained more secured.
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