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Abstract: Text attack in integer factoring based schemes is generally calculated as an intrinsic 
characteristic of its symmetric attack. In this article, we illustrate that asymmetric integer factoring 
based schemes are also vulnerable to a text attack. Also, we show that a single message is required to 
increase a successful text attack versus the Lucas scheme. 
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INTRODUCTION 

      
 The widely employed public key encryption 
schemes now base their security on the difficulty of the 
integer factoring problems such as the RSA scheme[1]. 
Its security based on the difficulty of factoring a 
modulus which is the product of two large primes. On 
account of its reputation, the RSA scheme is liable to 
considerable attacks. Various attacks are relied on the 
multiplicative inverse[2-4]. To conquer this weakness, 
many ideas are suggested and defeated. Other methods 
are considered to apply analogues of RSA. This is being 
the right technique to break the symmetric attack. Thus, 
encryption relied on Lucas sequences is suggested[5-6]. 
In this article, we use the Lucas sequences[7-8] to 
construct the proposed scheme. The Lucas scheme is 
being intractable versus symmetric attack. Though, the 
availability of a message forgery that requires two 
messages[9]. In this article, we introduce a novel text 
attack algorithm that requires a single message. The 
proposed attack algorithm illustrate that the integer 
factoring based schemes are similar to RSA scheme. 
This means that all attacks are relied on the 
multiplicative inverse of the RSA scheme and can 
easily be modified to any RSA based scheme. 
 
 Lucas type RSA scheme: we introduce a scheme that 
relied on Lucas sequences[8].  However, the Lucas 
scheme can be described as follows. Entity A  selects 
two prime numbers p and q and a public key e which 

is co-prime to )1)(1( 22 −− qp , then calculates 
qpn *= and determined ( n , e ) as a public key. Then 

compute the secret key 1−≡ ed mod ,1,1( +− pplcm  

)1,1 +− qq . So, A ’s public key is ( n  , e ) while A ’s 
private key is qp, and d . The message m  is encrypted 
by finding nmvw e mod)1,(≡ ; it recovers employing 
the private key d  using  )1,(wvm d≡  nmod . The 
rightness of this scheme is relied on theorem 1 in the 
next section as ≡)1,(( mvv ed mmvmv ed ≡≡ )1,()1,( 1*  
mod n . The signature is generated correspondingly by 
swapping the tasks of the public and private keys 
e and d . 
 
Lucas System: Suppose qp, are both integer numbers, 

−= 2pz q*4  is a non-square,
2

zp
g

+=  and ==
__
gs  

2
zp − is the root of 0*2 =+− qxpr in the quadratic 

residue )( zq . The Lucas sequences ),( qpvi  and ),( qpui  
for Zi ∈ are then determined as the integers achieving by 
the following equation:  

2
),(

2
),( zqpuqpv

g iii +=        (1) 

Thus qgpg −= *2  and  ** 1 qgpg ii −= −  3−ig , then the 
Lucas sequences meet the following recurrence 
function. 

;2),(0 =qpv   
;),(1 pqpv = );,(*),(*),( 21 qpvqqpvpqpv iii −− −=  

;0),(0 =qpu   
;1),(1 =qpu ),(*),(*),( 21 qpuqqpupqpu iii −− −=  

 
     The recurrence function in certain times is employed 
as another definition of Lucas sequences. As long as 
multiplication is swappable it tracks that: 
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),(__ zqpuqpv

gs iiii −==  

From this formula and from formula (1) it tracks that: 
ii

i sgqpv +=),(   (2) 

And  
sg
sg

qpu
ii

i −
−

=),(   (3) 

Theorem 1: This theorem contains certain public 
characteristics of Lucas sequences 

22 ),(*),(4 qpuzqpvq ii
i −=      (4) 

)),,((),(*
m

mimi qqpvvqpv =      (5) 
)),,((),(),(*

m
mimmi qqpvuqpuqpu =      (6) 

2
),(),(*

2
),(),(

),(
qpuqpuzqpvqpv

qpv mimi
mi +=+     (7)   

 
2

),(),(

2

),(),(
),(

qpmuqpivqpmvqpiu
qpiiu +=+

     (8) 

 
Proof 1: formula (4) can be proofs as follows: 

___
*2**2)

__
*(4*4 igigiggiq ==       

)),(),(( zqpiuqpiv += )),(),(( zqpiuqpiv −  
2),(*2),( qpiuzqpiv −=  

Formula (4) now involves that: 

2

*),(

2
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2
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2
),( 2 zqpuqpvzqpuqpv

g iiiii +=+=  

2

*42),(

2

),( iqqpivqpiv −
+=  

And since 2/*42/
2 −−− −+= qppg i  

With ),( qpvp i=− and iqq =− . So we have 

2
*4),(

2
),(

)(
2 −−−−−− −

+=
qpqpuqpv

g mmmi  

  
2

),(),(
2

,( zqpuqpuqpv imm
−−−−
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Evaluating the coefficients of this formula with 
2/),(2/),( **

* zqpuqpvg mimi
mi +=  

Proofs: formulas (5) and (6). Finding mimi ggg *=+  as 
total of Lucas sequences and evaluating the coefficients 
demonstrates formulas (7) and (8). 
 
Theorem 2: Suppose p is a prime number 1=q , and 

1),gcd( =pz . So the sequence ppvi mod)1,(  is cyclic 

and the size of the cycle divides
��
�

�
��
�

�
−

p
z

p . 

Proof 2: g and then also pg are algebraic integers in 

)( zq . So we have +≡+= 2/)2/2/( pzpa pp
)( z  

+≡+≡ − 2/2/*2/2/ 2/)1( pzzp pp
2/* z

p
z
��
�

�
��
�

� mod p . So 

if 1=��
�

�
��
�

�

p
z then pg p mod11 ≡− and if =��

�

�
��
�

�

p
z 1−  then 

1+Pg  it follows that the sequence ig and also )1,( pvi is 

cyclic with a cycle that divides 
��
�

�
��
�

�
−

p
z

p  

The proposed scheme: Assume qpn *= is composite 
modulus. Suppose e and d  are the public key and the 
private key of entity A respectively, corresponding 
to ≡de*  )(mod1 nθ . The exponent key e  is employed 
to encrypt message and also for signature verifications; 
the private key d is employed to recover message and 
to sign messages. Assume an attacker Oscar desires to 
let entity A  to sign the message m without 
authorization. Oscar can attack as follows. First select 
an arbitrary integer number i and lets entity A to sign 

or to recover nimm e mod*≡− . Oscar then obtains 
imimw dded *)( ≡≡− and then the signature w of message 

m  as  1* −−≡ iww  nmod . As a result, message attacks 
versus the composite modulus appear fairly in nature is 
a result of its multiplicative inverse. Through re-
expressing this attack with the extended Euclidean 
method, it seems that asymmetric schemes are also 
vulnerable to an attack. Employing the RSA scheme the 
attack works as follows: 
* Oscar selects an integer number i co-prime to e . Then 
utilizes the extended Euclidean method to obtain 

Zaj ∈,  where ** eji +  1=a  

* Oscar finds nmm i mod≡−  
* Then, Oscar inquires Alice to sign −m  and obtains 

nmw d mod−− ≡  
* Thus Oscar can calculate the signature w as 

follows: nmww aj mod*−≡        (9) 
 
Proof: If 1** =+ aeji , then jidaejidd **)**( ≡+=  

)(mod na θ+  
 
Lucas type scheme attack: The former attack is 
appropriate also for asymmetric schemes. In this 
section, we illustrate its mechanism versus Lucas type 
scheme. The attacker Oscar can attempt to obtain a 
signature w on a message m  as follows. 
* Oscar selects an integer number i co-prime to e . Then 
utilize the extended Euclidean method to obtain 

Zaj ∈,  where ** eji +  1=a . 

* Oscar finds nmkvm mod)1,(≡−  

* Then Oscar asks Alice to sign −m . If Alice signed 
then Oscar will knows −w  where )1,( −≡− mdvw nmod  
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* Now Oscar finds the signature w of m as follows 
nwjvmdijv mod)1,()1,(**

−≡       (10) 

n
weu

wjumiu
miiju mod

)1,(

)1,()1,(
)1,(** −

−
≡       (11) 

n
msumdijuz

msvmdijv
mdvw

mod
2

)1,()1,(***
2

)1,()1,(**
)1,(

+

≡=       (12) 

Such that 42 −= mz . Formula (10) results from formula 
(5).Since ≡− )1,(3 wv )1,(**)1),1,(*(3 mdijvmdivv ≡ mod n  

Formula (11) is a result of formula (6) since 

)1),1,(*()1,(*)1),1,(*(

)1,()1,(**
mdiveumdiumdivju

wevmdiju

≡

−
 

nmiumdivju

mediumdivju

mod)1,()1),1,(*(

)1,(**)1),1,(*(

≡

≡
 

Furthermore, 1** =+ aeji involves

)1,(**)1,(****)1,( madijvmaeddijvmdv +=+= .  

 Therefore Formula (12) is a reference of formula 
(7). Notice that this attack is an analogue to the 
message attack on composite modulus introduced in 
former section, by employing algebraic numbers 
replace m  by += mg  2/z and employ formula (1). 
The only extra step can be verify is that )1,(* mdiu is 

calculable from m and )1,(* mdiv . This can be illustrated 

by employing formula (6) and noticing that, 
)1,(**)1,( mediumiu ≡ )1,(* mdiu≡ nmdiveu mod)1),1,(*( . If 

2/2/ zmg += . Then a signature )1,(* mv di  on the message 

)1,(mvi is employed to find dig *  )1,(2/)1,( ** mumv didi +≡   

2/z . After dig *  is accepted )1,(2/)1,( mvmvg dd
d +=    

2/z  obtain as follows ≡≡ + daerid gg )**( ajdi gg *)( *  
nmod . Therefore formula (10) and formula (11) 

corresponds to the calculation of 
j

w− and formula (12) 

corresponds to the multiplication of 
j

w− by am in 
formula (9). 
 
General modulus attack: Many reports[10-11] stated that 
the employ of a general composite modulus is risky. 
Certainly, if a message is transmitted to two entities that 
have relatively prime public keys, then the message can 
be decrypted. Since the text attack needs single 
message, the Lucas type scheme is susceptible to the 
general modulus attack. We will show this in the 
following assumption. Suppose ),( 11 de and ),( 22 de is the 

public and secret keys. Assume )(Mrm = is the message 
to be encrypted. Suppose 1e and 2e are co-prime, the 
attacker Oscar can decrypt m  from the message 

≡= )( 11 Wrw nMer mod)*( 1 and )*()( 222 MerWrw ≡=  
nmod  in the following way. Oscar applies the extended 

Euclidean method to obtain the integers j and a  where 

** 1 aej + 12 =e . Then, Oscar finds += 1*(()( ejrMr  

))* 1 Mea nWaWjr mod)**( 21 +≡ . But if ≠)*( 1Wjr  

)*( 2War nmod , then 
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1

1
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22

−
++

+
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Proof: simple because 
nWeyWey mod)*()*( 2112 ≡ . 

 
CONCLUSION 

 
 We are introduced a different attack method on 
integer modulus. The new scheme has allowed raising 
an invulnerable message attack with a single message 
versus Lucas type scheme. This also verifies that the 
employ of asymmetric schemes is not really the best 
method to prevent the attacks.  
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