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Abstract: Problem statement: Policy issues have become a challenge within Mirfsganizations
(VOs) that integrate participants and resourcesnsing multiple physical institutions. Each of @
classes has different goals that hope to be adhibyeproviding policies. The main question in this
regard is that “how such policies can help therertiO participants achieve their goal&pproach: As

a first step to address this question, we develapatl evaluated a policy management framework
within a specialized context, namely Utility bagedlicy Management System (U-PMS). We proposed
an approach for policy federation, in which a grafpVO participants agreed to adopt common
standards to provide a common infrastructure timifias the way the policies were applied in VO.
Results: The evaluation results demonstrated that the megh@pproach was able to manage VO
policies and achieve higher utility for VO partiaift through its management functions. It outperform
the related system by 9.99% for acceptance funaiwh5.77% for conflict resolution and 4.65% for
policy merging.Conclusion: We observed that the utility of VO participantancbe improved through
managing the applied polices in VO.

Key words: Multi-attribute utility theory, virtual organizath management, policy utility

INTRODUCTION rules and conditions that govern the behavior & th
systerft!, more specifically rules and conditions which
A grid computing infrastructure provides a are applied to the usage and in accessing thenesou
mechanism to facilitate the integration of high Participants collaborate in a VO in order to achie
performance resources across dynamic antdheir requirements. These requirements represent th
geographically dispersed organizations into adesired goals of those participants from joining Y%O.
transparent virtual high-performance computingThe main goal of VO is to provide service to its
environment. This virtual aggregation is calledigtbal  participants and this is represented by suppottiegn
Organization (VO). V8 is a virtual environment that to achieve their requirements. The level of achiewet
integrates highly distributed resources with ne@gss of these requirements is called here as the ufitity
communication to enable its members to combine angarticipants. Thus, achieving maximum utility folOV
use these resources. Many of today’s virtualparticipants is the most important objective for.VO
organization$® are formed to tackle large-scale The ultimate control of policy providers over thei
scientific problems. Since VO attracts more indivdts  policies may result in achieving higher utility for
and/or institutions over time, managing and cofitrgl  individual participants rather than the entire VO
the behaviors and operations in this environmeny maparticipants. Policy providers are resource pradde
become quite challenging. The uncontrolled resourceesource consumers or VO representatives. Although
access and usage creates an unfair sharing endranm resource providers may in principle agree to altbe
with the potential selfish behaviors of some VOrase VO access to their resources, each provider stilins
which violates fair resource usage. ultimate control over the policies that govern asce®
The use of policies which govern the access to thés resources. Thereby, utilizing VO resources \w#l
resources and control activities and behaviorshef t subjected to the preferences and desires of itsgden
users was proposed through management systeriihis may lead to inefficient resources sharing that
because of these challenfesThe term policy is very deprive many participants from using these resaurce
common in management and has many meafings Resource consumers may also place constraints on
The policy in our environment can be defined as theroperties of the resources they are prepared t& wo
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with. They may even have their own policies, study aims to accomplish its main objective by
specifying their preferences for actions that thgtem  achieving maximum utility for the VO participants.
will take on their behalf. Thereby, the potential
consumer’s greediness may results in both increasedelated work: Based on our knowledge, policy
and unexpected load on the resources of otherBein t management solutions for VO which are related to a
VO and may also increase the time needed to coempleparticipant's utility do not exist yet. Most of teaudies
the work. VO representatives may wish to apply somare instead focused on policy creation, specificeti
policies about how their users access the resourcemd enforcement issues. Some of the researchars foc
assigned to the VO. Since VO resources are loatdd on the policy conflict handling issues but their
controlled within multiple participant organizatmn researches has weaknesses that will be discusted la
this may result in arbitrary policies that violatee and they did not consider the utility concept ieith
autonomy of providers and the rights of their localresolution techniques. Since we handled this probfe
users. our proposed technique, we also review some of the
These conflicts between goals and requirements gfsearches on resolving conflicts among policies.
different VO classes will become increasingly commo Firstly, conflict resolution approaches were aimed
and make it difficult to support overall VO parpieints ~ at assigning priorities to the policy rules, whehe
to achieve their requirements. Therefore, we saettte  conflicts will be resolved by choosing the rulesosé
utility for VO participants can be improved by Priorities satisfy some criterion. PCIMe (Policy 1€o
controlling the way the policies are applied in VO Information Model extensiof) relies solely on
environment  through  appropriate  managemenfUmeric priorities to resolve conflicts. In PCIMe a
functions that allow for policy utility evaluatiomolicy ~ Priority can be set for both rules and rule groups.
utility represents its ability to support VO paipiants priority s about the rela_t|onsh|p .between the pare
to achieve their requirements. The problem cal olicy set and the subordinate policy group orsuie

therefore be summarized in the following questions: _CIMe, rules and rule groups are objects that have
hierarchy structures among themselves). The

o ) ) assignment of a unique numeric priority value beesm
* How the VO participants can achieve their goalsgagier since the value is used only in relationship
through the applied policies? o other priorities in the same policy set. Anotherywa
* How the utility levels of VO participant's can be gpecify priority is by pair-wise comparison of rsle
improved through policy management functions?  precedence relationships are a natural way of
+ How to evaluate the utility of policies? expressing user-priorities because they increate ru
+ How the requirements and goals of VO participantsautonomy and do not force the rule designer to know
can be used in the policy exploration and adoptingabout all the rules in the systéth OPS5 and
decisions? knowledge workd” use a combination of some static
properties (e.g., specificity) of the rules and som
In this study, the major focus is on how to managedynamic properties (e.g., recency of the instaiotigt
VO policies -including the way that policies arep@d  of rules) to determine relative priority of rules.
and the consistency among them-in a way that aehiev Specificity means that more special-case rules ldhou
higher utility for VO participants. Utility of pally  override more general-case rules. Recency means tha
represents its ability to support VO participants t more recent rules are allowed to override lessntece
achieve their requirements. rules. Authority is a commonly used criterion, whic
We proposed a new policy management systemmakes rules from a more authoritative source torime
that supports VO participants to achieve theira less authoritative one. Agrawel al.'” proposed a
requirements through different management functionspriority system for rules in database to achieveraatic
The proposed system is considered an important V@eterministic behaviors. The mentioned prioritytegs
service that can contribute to any applied policyis incrementally maintained by combining user-dedin
management system. It introduces a new managemeptiorities with default priorities. Default prioyit is
task namely policy acceptance and it enhances thieased on some static properties of rules and id tese
policy consistency management task. Since policorm a total order of the rules. User-defined pties
utility evaluation concerns with the different and are specified by defining precedence relationships
multiple participants’ requirements as evaluationbetween rules. Conflicting rules are consideredhm
criteria, we adopt the use of Multi Attributes il  default order unless user-defined precedence eomistr
Theory (MAUTf* to solve the problem. In sum, this force an inversion.
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However, there is a limitation in using only Palicy federation tocl
priority to resolve conflicts. There are cases that
precedence cannot be established correctly, evp., t
rules in which a subject in one rule is more speditit

1. Evaluation Requirement and proposals

an object is less specific or vice versa and assaltr Conseus | Reaching an agreement ‘
their precedence graph becomes cyclic. This kind of l’E‘;ah}EU_an
. . “ ” criternia set
conflict is called “irresolvable”. yatt Policy utility evaluation ‘
evaluznon

Secondly, Meta-policy is another approach that
has been used widely in conflict resolution. Meta-
policy is the policy about policies and is used to Polics pais | Policy menagement functions
manage the interaction of rules in policy. Metaippl Policy provider
can be used in conflict handling to specify how to
reason about the priorities and application specifi
constraints such as constraints of actions an<,1_-ig_ 1: Utility-PMS overview
constraints of roles. Meta-policy can be specified

_either in the policy specificgtio_n Iangugge Of'system design and requirements The proposed
|ndepende3r]1tly. In_ ASL (agtho_rlzatlon specification system is able to achieve higher utility for papimts
Ianggage[ , @ logical authorization language, one canynrough managing VO polices. It responsible for two
specify resolution rules to resolve conflicts andmanagement functions; policy acceptance functicth an
specify different constraints on authorization pgli  policy conflict handling function. According to our
However, by integrating conflict handling meta-pgli  policy acceptance strategy, before adopting anicyol
in the policy specification, we increase complexityin the VO environment, its utility for the VO
and decrease flexibility of the policy system. 30 participants should be examined through an evaloati
et al." proposed a language of meta-policy in accesprocess called policy utility evaluation. Policyility
control. Strategies are used to define order okvaluation results in a numerical value called ®poli
preference between rules and strategies themselvesility Value (PUV). PUV presents a reference fdir a
and can be used to reason about priorities. Byolicy management selection decisions. Policy
associating strategy name with prioritization fable  management selection decisions include policy
order of preference can be set on strategies tairobt adopting decisions for new policies and selecting t
more complex strategies and strategies can bbest policy among a set of conflicting policies.
recursively defined. According to our conflict resolution strategy, thdity
Expressive power always carries complexity with of conflicting policies will be evaluated and thelipy
meta-policies which needs to be controlled in dage With higher PUV will be selected. However, when
meta-policy itself requires some meta-control wiiten Multiple participants collaborate in VO with diféert
becomes too complex. Another problem with thisféquirements, an agreement needs to be reached
approach is that it is very difficult to determitiee ~ Pefween those participants upon set of common
proper relationship between a new rule and existindequwements with common evaluation standards ta be

rules and set the appropriate meta-rules whenulee r refgrence for po_Ii(_:y utility evalua_ltion. This suptthe
base becomes large entire VO participants for their requirements to be

. . I . . considered in policy management selection decisions
The common issue in all existing conflict policy 9

resolution approaches is that they neglect théyutf lrgs':elgr'ci-\, oabr}ec():\t/i(\e/:eas” system is provided to achieve
VO patrticipants. This may result in low levels difiity '

for participants which have conflicts with the magioal METHOD

of the VO. In our study, we propose a way to resolv

the conflicts based on participants themselveserath 14 gchieve the research objectives, we have designe
than some properties of polices rules. In our m&tho policy management system responsible for achieving
participants are able to define their requiremeartd  higher utility for VO participants through managii@

the system will resolve the conflict based on thécy  policies according to their utility. We designeddan
that best satisfies these requirements. This uléiilpa developed a PMS with policy acceptance and conflict
achieves higher utility and satisfaction for VO handling functions to measure its ability to ackiev
participants. higher utility for VO participants. The evaluatiavas
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performed through an experimental test which is an  We propose to use evaluation standards to uniform
execution of the simulation system several timethwi the application of evaluation criteria. Standards
different simulation data inputs according to stddc establish the ideal level of acceptability for a
system parameters. The result was compared with thequirement or criterion and provide the basis dicty
related existing systems that have the same funttio the ratings above and below the minimum levelssate
investigate the efficiency of the proposed system. It is a measurement baseline that will be usedhey t
system to determine whether a policy meets, exceeds
System detailed design: The proposed system is or fails to meet a participant’'s requirements. Each
composed of two parts; policy evaluation and policyattribute in the evaluation criteria must have an
exploration. Policy evaluation is responsible forevaluation standard. Therefore, evaluation standard
aggregating participant's requirements through awalues are the values that the VO participants reed
agreement process to allow creating a consistaérifse agree upon in order to form a consistent set of
evaluation criteria that can be used as referefmes evaluation criteria, which we refer to it as a coomm
policy utility evaluation. Policy exploration is criteria set.
responsible for managing policies by performing the  Through evaluation standards, all VO participants
system management functions and policy selectiowill be able to agree on a set of evaluation dater
decisions. These decisions will be considered based without depriving anyone of the responsibility of
the obtained policy utility value from policy uti ~ making decisions. At the same time it is guaranteed
evaluation. produce a coordinated and consistent set of aiteri
These criteria accurately represent the particgant
Policy evaluation: The purpose of a policy evaluation requirements and leads to an effective policy sielec
process is to provide a mechanism that determimes t decisions.
policy ability to support VO participants in achieg
their requirements, which called here as policyityti  Evaluation function: According to the multi-attribute
Policy evaluation requirements in a VO environmentutility theory, the overall evaluation of an objeist
are a consistent set of evaluation criteria and awdefined as a weighted addition of its evaluatiothwi
evaluation function. respect to its relevant value dimensions. The commo
denominator of all these dimensions is the utilitythe
Evaluation criteria: The policy evaluation criteria evaluator. Therefore, the policy evaluation funetio
consist of the attributes that reflect the areas of/(x) is defined as a weighted addition of its ewdilon
importance to the participants in its policy salatt with respect to a common criteria set. The overall
decisions. Each evaluation criterion consists a on  Policy Utility Value (PUV) is defined by the follawng
more attributes that are common in one goal. Fofunction:
example, the attributes can be the amount of access
time that is assigned to a set of users on a s$pecif n
resource and the number of those allowed in aqugssi v(x) :;Wi"i )
that resource. These attributes affect the idesl lef )
resource workload which is considered as one of the Here, v (x) is the evaluation of the policy on the i-

important requirements for VO participants. Throughi, common criterion, where it represents the abilit
the evaluation criteria, the system is able to sssee 1o policy to accomplish this criterion. The; whe
strengths and weaknesses of the policy utilitgah use weight determining the impact of the i-th criterion
that assessment in making a related policy setectioyge ™ gyerall evaluation (also called the relative

decisions. » , _ , importance of a dimension), n is the number ofedéht
The use of participants’ requirements is the kBY 0 .o mmon criteria and:

our proposed solution. It is important that theigol
evaluation criteria clearly reflect the participsint
requirements in order to assess its ability to eahi
these requirements. But due to the complexity of
participants and their conflicting requirementsge th
process of policy evaluation becomes challenging an
requires a consistent set of evaluation criteriat th
would combine _the participant's opinions to form a Vi)=Y wyv,(i(a)
reference for policy evaluation. an

n
a Wi =1

For each common criterion, the evaluatigfx)vis
defined as the evaluation of the relevant attribute
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Here: coordinator waits until it has collected all N vadu
A = The set of all attributes relevant to criterion (including its own). It then evaluates the function
V, (I(2)) = The evaluation of the actual level I(a) o majority (v, V,,...,W), Which returns the value that
attribute a on criterion occurs most often among its arguments. The finkieva
Wy = The weight determining the impact of the will be used as the evaluation standard for itatesl

evaluation of attribute a on common common criterion. The agreement process is nohén t
criterion;. w,; Also called the relative scope of this study, so we won't discuss it in dieta
importance of attribute a for criterign
Policy exploration: Policy exploration is responsible
For all i-th criteria (i=1,...,n) hold$"" w, =1. for managing VO policies according their PUV's and
. L . - . achieving higher utility for participants. Policy
Finally, for each criterion attribute the evaluation exploration management functions are: (1) Policy

I(E)_bcatn b_?hdeflned according io th? crtlrt](_anon k:’fstt. acceptance function, (2) Policy conflict resolution
attribute. -The common parameters for this evalualio g, .o (3) Policy merging functions. These fuoos

are. the current achieved value Of that attribute arequire different decisions and will be based oa th
evaluation moment and the evaluation standard valu .

for that attribute. Diff ¢ criteri e difent Bredetermmed PUV.

or that afinioute. Lifierent criteria require n Figure 2 shows the policy flow process in the

evaluation function e.g.: policy exploration. After the PUV is calculated,eth
policy acceptance decision will be taken basedtsn i
I(a) = .a utility value. For the adopted policies, the netepsis
Evaluationstan dar exploration from any overlapping between the new
policies and existing policies. If there is an dapping,

In the following discussion we define some craéeri policy exploration determines the case of that
and we provide their evaluation functions. The @oli  overlapping. If the overlapping policies have sanil
evaluation process with respect to each criteriiibate  actions, the utility value will be calculated foaah
represent the policy ability to support particigard  possible merging combination and the one with the
achieve this attribute and can be accomplishedugiro higher utility value is selected. If the overlappin
two steps: The first step is to evaluate the cirsgatem  policies have contradicting actions, the utilityueawill
(level of achievement of that attribute) with resp®  be calculated for each overlapping policy and thicp
the underlying attribute without considering thdi@o  with the higher utility value will be selected. The
values; the second step is to evaluate the systim w selected policy will be saved into a system reposgit
the new policy values. The difference between these
two evaluations will be the impact of the policy the New policy with its PUV
participants and can represent its ability to achithat T —rm— |
attribute. If the assessment after applying the new VP
policy is increased, then the policy achieves highe
utility for the participant.

l‘fes
Agreement: In order to consider the entire VO < Overlaps?>——
.. . . . i - ~ No
participants requirements in policy utility evaligat
without depriving any one, they need to agree upon

evaluation criteria set that are optimized to $atiseir Resolve
requirements to be supported through VO policeg Th conflict

problem is for VO participants to agree upon an P
evaluation standard value for each common criterion function

attribute after each participant has proposed wihat

v
value should be. To reach a consensus, VO partitipa

are able to communicate through a centralized myessa }
passing system with a predetermined coordinat@nyev
participant proposes a single value of evaluation 1
standard related to each criterion attributes ie th PMS repository

agreement problem and communicates with the _ _
predetermined coordinator passing the values. ThEig. 2: Flow of policy exploration process
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Policy acceptance: According to our proposed combination, in addition to the original overlapgin
framework, we introduce a new management functiorpolicies, the system will select the policy thats lea
for managing VO policies which can be used for anyhigher PUV to be saved in the system repositorye Th
policy management purpose in the collaborativerest of the policies will be deleted.

environments. Policy acceptance strategy provides a

efficient technique to achieve a higher utility /O g£ygluation and performance metrics. In order to
participants through the adopted policies in VOIdJo  ¢yalyate our proposed system and measure itsyaoilit
acceptance is responsible for examining the uttly  ,cpieve the research objectives, we have develaped

any policy and its abjlity to support VO particigano system that simulates the VO environment and itSPM
achieve their requirements. It accepts only the

- . . . | requirements. In this discussion our simulationtesys
beneficial policies based on their PUV. This pr requirements and design details are presentedllyrina
guarantees that the utility levels of participanilf be q g P '

improved or at least maintained. Since the common'© present the performance metrics which enable us
criteria clearly reflect opinions of all participan the measure the system performance.
accepted policies (which are based on the common
criteria) are also implicitly accepted by all paiiants. ~ Simulation system design: We have developed a
simulation system which provides an appropriate VO
Policy conflict handling: Another way to achieve environment and allows participants to specify ithei
better utility for VO participants is through haimgj ~ different polices. Through these policies we measur
conflicts of VO policies. Since policy overlappimgpd ~ the system’s ability to achieve better utility fdiO
conflicts cannot be prevented in VO environmenttue participants through its different policy managemen
the diversity of the policy providers and policy functions. Using Pondor terminolddy, the policy
enforcement issues of these conflicts, conflictdiiag ~ Structure that we used in our simulation systenigtes
becomes a very important requirement in thisis similar to the IETF model with some differenctdwe
environment. The policy conflict handling function policy structure is as follows: participants ardeato
provides an efficient resolution technique basedhen specify (1) A policy subject which can access asel @
policy utility concept. Policy conflict handlingdludes  policy resource e.g., a participant's name, (2)idyol
conflict resolution function and policy merging resources target that policy subjects can accebsisa)
function. (3) Time constraints that define when the policjeat
Conflicts among VO policies occur when the newcan access and use a policy resource. Policy time
accepted policy overlaps any existing policies tidr ~ constraints can be designed in different ways atiogr
actions are contradictory. In this case the systesds to the nature of the target environment. We designe
to decide which policy to choose and which poliaystn  policy time constraints to be defined by the stame
be ignored. Based on our solution, the policy thatand end time in terms of hours. The time period we
achieves better utility for VO participants must beconsider is the day hours (24 h). Thus, the pralide
selected. The other policies will be deleted. policies represent constraints for every day duitsg
Policy merging function required when there is anvalidity date. However, we use a database to sitmula
overlapping between the new accepted policy and onthe PMS repository. The simulation system is effiti
or more of the existing policies where their sutjeare  enough to provide support for a varied number of
both authorized or forbidden to do the same adiion policies, participants, users and evaluation dater
the same target under overlapping constraints. erhesTherefore, it enables us to do different experiment
overlapping objects must be merged to form one newrder to evaluate the system performance effigientl
policy. Because there are several possibilitiepfidicy  and ultimately assess the utilization levels presgiby
merging, corresponding to various combinations ofparticipants.
overlapping between objects sets, we need to sthlect Accordingly, we developed our simulation system
appropriate function for this merging. For examifle using java programming language (JDK) with Net
we have two policies overlapping in time constmint Beans IDE within windows XP operating system
with the same subject and action and target obje&s environment. We developed the policies databaseusi
need to decide whether to apply a union or intérsedMYSQL which connected to the main program. We ran
function to these overlapping sets. We call thed@n the simulation system many times based on the
decision of appropriate policy merging function @s predetermined scenarios. For each scenario wehen t
policy merging decision and it will be based on RUV simulation one time on one machine and each tirae th
For each policy formed from each possible overlagpi simulation configured with different number of
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participants and users for each participants, diffe  common criteria can be calculated through the
numbers of polices policies were specified. following equations respectively:

Simulation requirements:. A set of participants’ SharingTime(R )

requirements are needed to be used in our simulatiol"Shanng(R F Ideal SharingTime(R )*10( @
system and the ability of the system to achievesehe

requirements should be measured. We proposedod set SharingT(r )

requirements that we thought are the most importantVorkload(R )= . — *10C 2

requirements for most of the VO participants. We

assume that these requirements are common for gil

participants and they need to agree upon an evatuat

standard for each requirement. The relative iImPO#a  gharingT(R 2 idealsharingT(R )else Worklo&dj = 100
of these requirements is almost the same withtle lit

deference. Later we will present relative importanc

values for each requirement. Our method is able td..Access(pa ¥
adopt any requirement that can be proposed by any

participant. The requirements are described below:

AccessT(pa )

—mem W 100 (3)
Ideal AccessT(pa )

. . AccessQ(pa ¥ QAccessT(pp ) *10! 4
Level of resource sharing (L.Sharing): the amount of ldealQAccessT(pa )
time by which the providers make their resource
available for execution to the VO participant usgpsn SharingTime(R is the time period assigned to
request. resource Rand the specified subjects can access and

execute their work at that time period. IdealSIa(R)
Resour ce workload: Maintaining the workload of VO s the evaluation standard for the current critesdich
resources around their ability and avoiding exaegdi represents the amount of time that the resource can
the execution time that may be caused by the exeess serve different users concurrently with reasonable
quantity of users. Workload here refers to the sce efficiency and performance (level of acceptabilftgm
and usage time by others. participants’ viewpoints. The Time used in all etijps

is constant, since we used day time unit in ouicpgol
Level of access (L.Access): the amount of time that a design, the time will be equal to 24 h. For example
specific VO participant can access and use diftevéh  participant's access time being 74 h means this
resources upon demand. participant's users (many users) have 74 h in fotal

which they can access and use the specified resourc
Access quality (Access Q): Percentage of the access per day. M represents the maximum period of time that
quality according to quality of target resources. VO participants can be assigned to a specific mesou

(or this resource can be shared among them) aina po
Fairness: Fairness among participants means that eacbf time, where M= Users number of VO participants
participant gains equity of time in which it cancass *Time. The AccessTime(peis the total amount of time
and use VO resources in relation to the othethat the participant can use and access the sp@d&ifD
participants in VO. resources. The Ideal Access Time(jmthe evaluation

standard for the current criterion which represehts
Balance of Resources workload: means that each amount of time that a participant (penust be allowed
resource will be assigned an equal of participaness (level of acceptability) to access and use resauimen
time (workload) in relation to the other resourées the participants’ viewpoints. The QAccess Time(pa
VO. Thus the VO resources are allocated to VOthe total amount of time that the participant iewaed
participants evenly. to access and use high quality resources. The

These requirements are set to be common criterimealQAccess Time(pais the evaluation standard for

through participants’ agreement. As discussed exarli the current criterion which represents the amount o
policy evaluation results in PUV which can be obwa  time that a participant (§amust be supported (level of
by calculating the achieved levels of common ddter acceptability) to access and use high quality nessu
before considering the policy and after considetimg  from the participants’ viewpoints.
policy. The difference will be the PUV which may be Fairness is calculated based on the participants'
positive or negative. The achieved levels of thevab access time in relation to each other. In ordedeal
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with different amounts of participant's access tiimat S Access(pa
may highly vary, we normalize their access time to =
adjust its range to a value between 0 and 100 as a

percentage by the equation: Represents the total deviation of n participattis,

max deviation of n participants becomes & n*50.
Balance of resources workload is calculated based
*10( on resources sharing time in relation to each ottmer
order to deal with the different amounts of researc
sharing time that may highly vary, we normalizeait

Access(pg = The normalized participant access time  adjust its range to a value between 0 and 100%:
M pai = The maximum period of time that can be

assigned to a participant i to access and

use VO resources at a point of time, Sharing(R
where My = Number of i-th participant
users*Number of VO resources *Time

AccessTime(pa )

Access(pa F Mpa

SharingTime(pa )*10(
Mr

Sharing(R = The normalized resource sharing time

=The maximum period of time that the
VO participants can be assigned to a
specific resource i(or this resource can
be shared among them) at a point of
time, where M = number of all VO
participant Users* Time

With the normalized access time for each'vIi
participant, the fairness is represented by thal tot
deviation of each participant’'s access time frora th
average of all participants' access time periodsi
the total deviation may highly vary based on the
number of participants and the varying access time
periods. Thus, we normalize the fairness of paugicts

and calculate its percentage by the following eiquat With the normalized - sharing time for each

resource, the balance is represented by the total
deviation of each resources sharing time from the
ZZJACCGSS(Da b2 AvgaCCeSSTi'fne 100 (5) average of resources sharing time periods. Agai, t
MD,, total deviation may highly vary based on the nurndfer
resources and the varying of sharing time peridtiss,
we normalized the balance of resources workload and

Fairness=| t

Where: ; ; ;
m - Represents the number of VO calculate its percentage by the following equations
participants N ) o
AvgAccessTime = Represents the average of acCessyjance }zi=1|5ha“”g(3 r A"gSha“"gT'"ﬁ*mo (6)
time periods for all participants MD,
and calculated by:
" X Where:
AvgAccessTimes 2 Access(pa | n = Represents the number of VO
m resources
AvgSharingTime = Represents the average of sharing
MD,, represent the maximum deviation degree that time periods for all VO resources
can exist among participants’ access time periads a and is calculated by:
point of time, we use MR to normalize the value of
deviation since it may vary, it adjusts the faisés a 3" Sharing(R )
value between 0 and 100%. To calculate MDve AvgSharingTimes &2 —————

found that the maximum deviation among particigant' :

access time periods occur only when the avera§é.is . .
Therefore, the maximum deviation between these MD:represents the maximum deviation degree that

periods can be calculated through average equation: C¢@n €xist among resources sharing time periods at a
point of time, we use Mo normalize the value of the

m deviation since it may vary, it adjusts the balatza
50=3", Access(pa )/t value between 0 and 100%. To calculate Mie find
that the maximum deviation among resources sharing
Since: time periods occurs only when the average is 50.
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Therefore, the maximum deviation between thesa@equirement. Therefore, we proposed to give it less
periods can be calculated through average equation: importance than the other requirements where itb&an
seen as an advantage rather than a requirement.
50=Y""_ Sharing(R )/ However, to maintain the balance among the
importance we assume the weights of our criteria
) (Level of sharing, level of access, resource watt|o
Since: fairness, balance of workload and quality of access
(0.2, 0.2, 0.2, 0.15, 0.15, 0.1) respectively. The
> Sharing(R ; summation of the weight equals to 1. Thus, accgrdin
to equation 11, the utility can be calculated by:

Represents the total deviation of n resources, the

max deviation of n participants become MDPn*50. UTILTY = 0.2(SHARING+ACCESS+WORKLOAD)+
0.15(FAIRNESS+BALANCE)+0.1QUALITY (11)

Utility level metric: We proposed the level of utility
that is preserved by VO participants as a metribeo
used for system performance evaluation. The system
outputs need to be measured, analyzed and compared
with other models. This metric represents the syste

ability to support the VO participants achievingith system in different_ scenarios with respect to th_e
requirements which was discussed earlier. proposed PMS functions. The results are compartd wi

A utility level of participants has a value rangjin the related systems results. In an evaluation study

from zero to 100%. Achieving higher value means the?Pility of the system in achieving higher utilitgrfvVO
system is better. The overall utilization level cae  Participants through its different management fiomst
calculated through the following steps: is measured. According to the system management

Step 1: With respect to each criterion, we calculate thefUnctions, the tests are divided into three testesa

achieved levels for each participant through thel=6; namely policy acceptance, conflict resolution, pypli
merging. In order to expose the throughput andesyst

performance, we run each test case in different
scenarios and compare with related systems tha hav
the same functions. The main parameter that
substantially influences the participant's utiliaatlevel
Zn overload(R ) is the number of policieg that are applied in VO.
WORKLOAD =|1-<4 " “1*100 ) However, for testing purposes we select the
{ n } number of rules based on the potential sizes ofagO
shown in Table 1. In our tests, we considered tarye

RESULTSAND DISCUSTION

For evaluation purposes, we ran our simulation

Step 2: With respect to each criterion, we use the abov
calculation and calculate the achieved levels fibr a
participants through the following equations:

n VOs. This is because in small VOs the problem of a
> overload(R ) = e e e o
SHARING=|1-&2—— "1 %100 (8) participant's utility is not significant due to ttsenall
n number of policies.
We have got three scenarios for each system’s
Zim,llevebfACCGSS(p.a functio_n,_ a combination of the three mentioned nemb
ACCESS=-~=+= - (9) of policies parameters as shown in Table 2. The

achievement levels of participants requirements

. ZLAccessQuality(pla mentioned previously are computed for all partioiga

QUALITY = (10) based on Eg. 5-10. In order to calculate the oleral
m utility preserved by VO participants, Eq. 11 isdise
The fairness and balance can be calculated throughye;- summary of potential VO's sizes

the Eq- 5and 6. No. VO Size Potential users in VO No. of potentidés

. o 1 V. small 25 user or less Few Hundreds of rules
Step 3: The utility level for all participants can be 2 small 26 to 100 user Hundreds of rules
calculated based on the Eg. 5-10. In this studg, th3 ~ medium  100's of users Thousands of rules (small)
proposed criteria are fairly competitive but thisréttle Large 1000's of users (mzz?jn?; thousands of rules
difference in their importance. We think that ascess V. large 10,000's of users Hundreds of thousarids
quality requirement is part of level of access rules (large)
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Table2: simulation scenarios for system evaluation Table 3: Simulation result for policy merging tease
System function Scenarios No. of policies  Sr.
a Policy acceptance al Small No. Metrics Utility  No merging Union Intersect
a2 Medium Cl L.SHARING 75.70 78.14 81.40  60.41
a3 Large WORKLOAD  100.0  97.02 93.05 100.00
b Conflict resolution rl Small L.ACCESS 71.02  79.42 85.82 59.82
r2 Medium QUALITY 2229 19.38 2528  23.29
r3 Large BALANCE 8226  79.57 75.99  85.84
c Policy merging ml Small FAIRNESS 93.95 83.87 70.43 92.61
m2 Medium Utility 78.00 77.37 76.54  73.14
m3 Large C2 L.SHARING 84.00 84.00 84.00  84.00
WORKLOAD  63.13  70.97 4745  84.69
. . L.ACCESS 96.40  84.47 100.00  52.99
In the policy acceptance function test case, our  quaLITY 2593 23.73 30.29  17.28
system is compared with other similar existing sys. BALANCE 7127  76.29 61.24  85.07
Since no previous study has used this function, we E/?I'_TNESS 7%3%22 737éi8 egligz 6%33-13
: : - ility . . . .
compared our policy acceptance function with theﬁis L SHARING 84.00 8400 3400  84.00
standard system. The standard system accepts all \workLOAD 5405 51.25 40.05  65.25
policies without examining the utility of the new L.ACCESS 98.65 99.45 99.45  76.25
policies. The simulation results of our system émel g;JfA'-,'\ngE 36%33(1 277%32 %%—é% 27%3,98
standard system fc_)r all scenarios shows that GBtesy FAIRNESS 9807  90.34 5043 71.02
performs the best in comparison to the combinatafns Utility 7548  73.41 66.50  69.55
the six criteria that represented the utility folOV Overall utility 76.75 7521 70.73  70.35
participants. It is also shown that our policy gteace
function achieves 78.16% utility for VO participant Utility level of VO participants

while the standard system achieves 68.17% utitity.o

In the policy conflict resolution test case, our
system is compared with other similar existing ey
that handle conflict resolution function, namelylipy
conflict resolution based on recency system andlicon
resolution based authority system. Recency meats th
more recent rules are allowed to override lessntece Py |
rules. Authority makes rules from a more autharitat Policy acceptance Conflictresolution Policy merging
source, which overrides a less authoritative orfee T Management functions
simulation results of our system and the relatestiesys
for all scenarios shows that our system perfornes thFig. 3: Achieved utility levels through management
best in comparison to the combinations of the six functions
criteria that represent the utility for VO partiaits.
The result shows that our system achieves 78.16%tersection system achieves 70.34% utility andbmni
utility for VO participants while the recency ofles  system achieves 70.73% only. It should be mentioned
achieves 70.86% utility and authority of rules aglis  that a system which is based on no-merging, apam f
73.89% utility only. inefficiency in utilizing participants, creates seal

In the policy merging test case, our system isproblems in relation to policy enforcement and
compared with other similar existing systems thad h selection process when handling a user's requests.
been commonly used for policy merging functions, In summary, the overall utility for VO participant
namely a system without policy merging, policy is verified in Fig. 3. The best system is the ohatt
merging based on intersection of overlapping okjectachieves more utility for VO participants. Therefor
system and policy merging based on the union obur system performs the best among the other pgisti
overlapping objects system. The simulation resofts systems in regards to all of the functions for thi
our system and the related system for all scenaties scenarios.
summarized and represented in Table 3. As a result,

Utility levels (%o)
=
rd

our system performs the best in comparison to the CONCLUSION
combinations of the six criteria that represent the
utility for VO participants. The result shows thatr We have discussed the policy problem in the VO

system achieves 76.75% utility for VO participantsenvironmentand how it affects the participantization
while the no merging system achieves 75.2%tyut  level. We have provided an efficient framework theat
644
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able to achieve better utility level for VO pantiants

policy acceptance and conflict handling. These tiane
are based on the utility values for VO participaiite

have developed a simulation system and evaluated ou

approach with respect to the participant's utilizat
level. The results showed that our system perfdretier
than the related systems for all the scenariosadirttie
functions. There are still problems not fully exgld in
this study. Firstly, we have not studied the age@m
function that the participants can use in ordeagoee
upon a set of evaluation criteria standards. Sdgpnae

did not clearly address how the participants can
communicate and exchange proposed values related 1d.

the evaluation standards.
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