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Abstract: Intrusion Detection Systems (IDS) are essential in the
communication security and integrity of contemporary network
architectures. This study introduces a novel advanced hierarchical deep
learning model for network intrusion detection using the CICIDS dataset-
2019. To improve the detection accuracy, the proposed model architecture
builds several deep learning layers embedded with hyperparameters'
optimization. Additional preprocessing steps, including over-sampling and
min-max scaling, as well as feature selection via Random Forest, were
applied to enhance the models' ability to generalize good performance. The
chosen performance indices, precision, recall, Fl-score, and accuracy,
clearly reflect the model stability: Accuracy = 0.98 on 40k test samples.
Operations of the confusion matrix also provided a high level of support to
the model precision and recall for benign and attack classes. In the same
token, ROC and precision-recall curves further provided validation of the
model for the differentiation between normal and anomalous behaviours.
The evaluation of feature importance, based on the model, included
decisions about which elements of network intrusion were most relevant
and called for improvement.

Keywords: Intrusion Detection System (IDS), CICIDS-2019 Dataset,
Random Forest, LSTM, Feature Selection

Introduction

The escalating sophistication and frequency of
cyberattacks necessitate increasingly advanced
Intrusion Detection Systems (IDS) capable of
identifying complex threat patterns. IDS constitute
critical components in securing digital infrastructure
against evolving threats and unauthorized access
attempts. Traditional signature-based and rule-based
approaches, while effective against known attack
vectors, demonstrate limitations when confronting
novel attack patterns and zero-day exploits in
contemporary network environments. This reality has
catalyzed research into machine learning and
particularly deep learning methodologies for enhanced
IDS capabilities.
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Deep learning architectures, characterized by multi-
layer artificial neural networks containing millions of
parameters, excel at learning complex features and
relationships inherent in high-dimensional data. For
intrusion detection applications, deep learning offers
significant advantages over conventional rule-based
systems and traditional machine learning algorithms.
Critically, these models perform automatic feature
extraction from raw network traffic data, eliminating
the need for manual feature engineering—a particularly
valuable capability given the high dimensionality and
complexity of modern network environments
characterized by massive data volumes and
continuously evolving attack patterns.

© 2025 Ajeet Singh, Azath M., Shahazad Niwazi Qurashi, Sathish Kumar Kong, Alok Katariya, Badrih Mousa Milihe,
Farrukh Sobia. This open access article is distributed under a Creative Commons Attribution (CC-BY) 4.0 license.



Ajeet Singh et al, Journal of Computer Science 2025, 21(11): 2692-2699
DOI: 10.3844/jcssp.2025.2692.2699

The CICIDS (Canadian Institute for Cybersecurity
Intrusion Detection System) dataset represents one of
the most comprehensive and widely adopted
benchmarks for IDS evaluation. Specifically, CICIDS-
2019 encompasses extensive network traffic captures
including both benign communications and diverse
attack scenarios generated under realistic operational
conditions. The dataset incorporates detailed network
traffic characteristics including packet counts, flow
duration, byte statistics, and protocol-specific features
essential for robust model training and evaluation. This
comprehensive feature set enables development and
validation of IDS models under accurately simulated
real-world conditions, making it invaluable for
advancing cybersecurity research.

Hierarchical deep learning architectures have
demonstrated particular promise for intrusion detection
applications across multiple studies. These models
leverage  hierarchical paradigms that enable
progressive abstraction and analysis of network traffic
patterns at multiple granularity levels within unified
architectural frameworks. This hierarchical approach
facilitates detection of complex, multi-stage attack
patterns that may remain undetectable through flat
classification architectures or conventional methods.

Hyperparameter optimization constitutes a critical
factor  determining model performance and
generalization capability. Model behavior varies
substantially based on hyperparameter configurations
including learning rate, batch size, network depth, and
regularization parameters. Systematic optimization of
these parameters enhances model generalization while
maximizing detection accuracy across diverse attack
types represented in evaluation datasets. The challenge
lies in efficiently exploring the hyperparameter space
to identify optimal configurations yielding superior
performance.

This study proposes and evaluates a novel
hierarchical deep learning architecture for network
intrusion detection with emphasis on systematic
hyperparameter optimization and comprehensive
performance assessment using the CICIDS-2019
dataset. The research aims to determine whether
hierarchical deep learning models provide substantial
improvements over conventional approaches and to
quantify  performance gains attributable to
hyperparameter tuning through rigorous empirical
evaluation.

The study addresses several key research questions:
(1) How do hierarchical deep learning models enhance
intrusion  detection performance compared to
traditional approaches? (2) What performance
improvements result from systematic hyperparameter
optimization? (3) How effectively does the proposed
model generalize across diverse attack types
represented in the CICIDS-2019 dataset?

This research provides comprehensive analysis of
advanced IDS architectures, offering practical
guidance for developing robust intrusion detection
systems. The findings should provide researchers and
practitioners with empirically validated insights for
improving defensive capabilities against emerging
cybersecurity threats in increasingly complex network
environments.

Literature Review

Aljuaid and Alshamrani (2024) examine the
comparative analysis of an advanced model on
intrusion detection containing CNNs, RNNs and
autoencoders. In the following survey and as a general
overview of these methods, their application and
efficiency in network security have been discussed.
However, it may not give detailed information about
the specific method, making the paper a more general
outline of various methods to be followed.

A survey on the bandwidth of anomaly detection
techniques in network security proposed by Ahmed et
al. (2016) stressed statistical, machine learning and a
hybrid method in NDP. This study cites a survey that
provides a comprehensive analysis of such methods
while focusing on their applicability and drawbacks.
Despite this, having such a large survey of deep
learning work makes the survey useful and may include
more recent developments in deep learning.

Liao and Han 2024 provided an extensive work of
present deep learning methods used for IoT security,
which spread the prevalent algorithms and
architectures, intrusion detection datasets, data
preprocessing and feature extraction techniques, and
various classifiers. Their study addressed the use of
deep learning in detecting anomalies and analyzing
behavioural patterns, which has demonstrated the
potential to improve detection accuracy and reduce
false alarms and the data imbalance issue in intrusion
detection datasets.
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Table 1. Literature Review of Related Studies

Author Name Methodology Evaluation Parmeter’s Data Set Limitations
Aljuaid et. al (2024) CNN and RNN along Accuracy, Pearson CSE- ﬁ::cll( iﬁli??ii‘ira?ﬂﬁiftﬁif eihods
: with auto encoders. correlation matrix CICIDS2018 K ’
concluded in general
CNN with the GRU Accuracy, Pearson’s The proposed method not
Henry et al. (2023) framework Correlation coefficient, CICIDS2017 categorised a few attacks
RNNs seem less successful for the
Pelletier et al., DL for the Classification Aceurac Sentinel-2 given classification task due to their
(2019) of Sentinel-2 y images prohibitive time complexity and
lower accuracy.
L NSL-KDD, It faced some issue in Real-time
Kalaivani et al. (2021) ICNN-FCID) model Accuracy traffic for attack detection.
CNNss with recurrent neural
DT, GBT, MLP, UNSW-NB 15 networks or autoencoders, can yield
Disha et al., AdaBoost, LSTM, and Feature selection, Network > Dbetter detection rates and accuracy,
(2022) GRU. Precision, Recall, F1, FPR ON IoT especially for complex attack
- vectors requiring sequential data
analysis or unsupervised learning
It recognizes the
communication of the
energy and vehicle node.
K-Medoid Clustering Nodes are adjusted to Low reliability and performance
Elhoseny et al. (2020) cluster the vehicle and T-Drive ! .
model enhancement is required
energy nodes and transfer
various ways to each node
to process. It drops
minimum energy.
It has a result of minimal
Fuzzy C-means clustering verification delays, It has maximal detection rate and
Muthumeenakshi (2022) . minimum transmission NSL-KDD hence strong security concept is
algorithm .
overhead and least service needed.
response.
To enhance their
performance an intruder
Multi cluster head dolphin detection-based L . .
swarm optimized IDS mechaplsms can Smce'lt combines with many
Sharma et al. (2018) based hybrid fuzzy multi- consolidate with different NSL-KDD techniques the communication is

criteria decision-making
model

optimization techniques.
So, better performances in
terms of detection time,
detection rate and false
positive is achieved.

hampered by different security
issues.

Na et al. (2025) presents a novel approach, which
utilizes a combination of DNNs to accurately detect
intrusions in in-vehicle server traffic. The system
incorporates  spatial-temporal representation  to
enhance the characterization of the traffic. The amount
of processing power and memory consumed were high,
which might cause latency, more so in real time
scenarios where the IDS need to work in real time.
Exploring unsupervised approaches may be beneficial
for detecting zero-day attacks.

Materials and Methods

In this study, we first changed categorical target labels,
often referred to as 'Labels', into numerics using the Label
Encoder in order to conform to the learning models. The
encoded labels, y, were then used for model training. In the
subsequent sections, we will see that in the first step, we
employed a Random Forest Classifier in the model with 100
estimators to fit it on feature matrix X, where we scraped the
Label column from the dataset. After fitting the model,
feature selection was executed using the Select From Model,
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which selects features based on the presence of interaction
effects in the model that was already fitted and evaluated
using the random forest importance scores. Performing this
step meant that only necessary features, or important ones,
would be passed onto the next level of processing.

Algorithm

i.  Transform the target variable into categories in numerical
form, which is to be utilized in the model training.

ii. The hyperparameters needed to be manipulated with the
help of Random Forest to enhance the detection results.

iii. It is, therefore, necessary to perform feature selection,
which will be used to select the most important features for
further processing.

iv. Create an LSTM neural network to take advantage of the
temporal structure of data collected.

v. Build the model using the Adam optimizer together with an
appropriate loss function when dealing with multi-classifier
problems.

vi. Using 40,000 samples, the above model can be evaluated
using metrics like Precision, Recall, F1-Score and
accuracy.

Next, we built an LSTM neural network to model
temporal structure in the data set. LSTM was constructed
initially with the layer having 100 nodes; the layer was
designed to process input with the shape of X train. As
for the LSTM and dense layers, we added dropout layers
after them since they can drop 20% of the units randomly,
preventing overfitting. The last fully connected layer was
set up with the softmax activation function for class
probability distribution in order to be able to predict on
par with categories in the y train_cat form.

100 LSTM
Units

]

50 LSTM Units

Data Pre-Processing

Up Sampling

Feature

q with
random
Forest

CICIDS
Data
Set

Label Encoding Dense Layer

il

Fig. 1. Flow of methodology

The model was trained with the Adam optimizer, the
categorical cross-entropy loss function, as it applies better
to multi-class classification datasets. We fine-tuned the
model over 20 iterations with a batch size of 64 in order
to check its ability to generalize on a test dataset. In
addition, when predicting the test set, a test accuracy was
obtained and used to gauge the efficiency of the model.
This helps in getting a good feature selection technique
and takes the best advantage of LSTM networks for better

classification. A well-defined framework for training and
testing the model is presented here.

Data Set

To this end, we adopted the Kaggle CICIDS-2019
dataset, which is suitable for network intrusion detection
and contains numerous records about network traffic. It
has 450,000 rows and 41 columns, features regarding
network traffic, and 'Benign' and 'DoS Attacks-Hulk' are
the attack labels. The dataset includes diverse attributes
reflecting various aspects of network activity and is
tagged as containing only legitimate traffic or as
evidencing specific types of attack.

To preprocess the data set for model training, we first
pose label encoding for the target variable. The use of
label encoding revealed these from being categorical
labels to numerical forms. This transformation is critical
for most machine learning algorithms since nearly all of
the algorithms involve numerical training inputs. Since
we want to map ‘Benign’ and ‘DoS Attacks-Hulk’
separately, the model got easier to learn the target
variable. Then, discretization was performed for the
numerical features of the data set. Metrics like packet
lengths, inter-arrival times and byte count, included in the
CICIDS-2019 dataset can have a very large range of
values. To meet this, we applied min-max normalization
to scale these features to the interval of [0, 1]. All CICIDS
data samples in Fig. (2) are over three years, like 2013,
2017, and 2019, as described in Fig. (2). In this study, we
employed the CICIDS-2019 dataset to perform analysis.
As shown in Fig. (3), this data set is rather unbalanced, so
we used downsampling with the two classes. Following
this, all data samples are divided into train, test and
validation data. And transform train data from 2-
dimensional to 3-dimensional, targeting data in a
categorical format.

300000 29251
Benign

200000

Count

100000

Dos attacks-Hulk

]

fenian, Dos attacks-Hulk

164500

Benign
150000

100000

Count

50000

. DDOS attack-HOK.

125000

DDOS attack-HOIC

DrDos_NTP
100000
80000
75000

Count

50000
25000

Berign
o

OrDos_NTP Benign

Fig. 2. CICIDS-2013, 2017 and 2019 number of samples and
classes
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Fig. 3. Numbers of samples for each class
Results and Discussion

The model is trained successively for 20 iterations
with early stops and different possibilities of batch size,
such as 32 and 64. In the training data case, the models
received a training accuracy of 98.79% and a training loss
0f 0.0452; the models’ validation accuracy and validation
loss were 99.52% and 0.0176, respectively. During the
training, accuracy increases gradually as it proceeds, it
reaches a high level of 99.80 % in the 20th epoch. During
the training phase, the validation accuracy was increasing
constantly and reached the highest value, 99,81%, at the
end of the training phase, while the validation loss
decreased to 0,0075. This shows that not only has the
model been learning the features in the training data well,
but the model also has a good capability to generalize to
unseen data, as indicated by the high validation accuracy
and low validation loss. As mentioned in the previous
chapters, the last measure of the model performance was
assessed with the help of the test set; the obtained test
accuracy was as high as 99.81%; therefore, one can
conclude about the effectiveness of the chosen approach
for the classification task. This intensive training process
supports the authors' conclusion that LSTM effectively
identifies the target classes without high levels of
overfitting, as confirmed by Fig (4).

Table (2) shows the performance of the LSTM model
based on the metrics used, and it was clearly evident that
the model had very high performance in the classification
task. Class 0 evidenced a precision of 0.99%, recall of
0.98%, an Fl-score of 0.98% and support of 16,132
samples. In the same way, for class 1, the achieved
precision is 0.99, recall is 0.98, and F1-score is 0.98, with
23,868 samples of support. By considering the accuracy
of the model on different classes, it is clear that the total
accuracy was approximately 98% of the model. When
only concerned with the average performance of the
metrics for both classes rather than the imbalance between
them, the macro-average was calculated as follows:

M_avg precision = 0.98, M_avg recall = 0.99, M_avg F1
score = 0.98. The weighted-average (W_avg) scores,
which reflect the number of support classes, were also
high: precision = 0.99, recall = 0.99 and F1-score = 0.98.
From these outcomes, the authors have clearly shown how
the proposed model managed to sustain high levels of
precision and recall for both classes while at the same time
providing a proper balance between these two
measurements, thus resulting in a reliable performance
when working on the mentioned dataset.

As shown in the confusion matrix according to the
format used in the field, as shown in Fig. (5), the true
labels are placed on the y-axis, and the predicted labels
are on the x-axis. Class 0, for example, had been identified
rightly by the model 16114 times while the rest were
distinguished as class 1 with 18 as false positive. For 1
class detection, 23,811 samples were correctly classified,
while 57 samples from class 1 were misclassified as class
0, that is, false negatives.

Model accuracy Model loss

— T —| oo —

st st

age ] 040 =
09% 0035

@ 25 50 15 100 RS B0 S 00 25 50 75 M0 1S 150 nS
Epoch poch

Fig. 4. Proposed model training and validation, accuracy and
loss

Table 2: Performance of the proposed model

P R F1 Support
0 0.99 0.98 0.98 16132
1 0.99 0.98 0.98 23868
Acc 0.989 40000
M avg 0.98 0.99 0.98 40000
W-avg 0.99 0.99 0.98 40000
Confusion Matrix | Normalized Confusion Matrix

Predicted Predicted label

Fig. 5: Proposed model accuracy and confusion matrix
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The confusion matrix on the right is even better,
especially since the values have been taken relative to the
total number of instances per class for each corresponding
class, as seen in the normalized confusion matrix above.
Here, for instance, one can observe that the proposed
model has near flawless accuracy in the classification,
with a majority of the instances for class 0 and class 1 well
classified. The process of normalization of results shows
that the accuracy of the model is less than one per cent,
misclassifying both class 0 and class 1, hence simplifying
discriminative characteristics.

Figure (6) shows two important parameters that were
assessed in the analyzed LSTM model: the ROC curve
and the Precision-Recall (PR) curve. ROC Curve (Left
Plot): The diagonal dashed line indicates the average
performance of a classifier that does not distinguish
between classes. However, the ROC curve for the LSTM
model is tightly pressed against the top left corner, which
means a nearly perfect separation of the two classes. The
area under the receiver operating characteristic curve
(also termed as accuracy) is 1, the largest possible
accuracy, which suggests the model can classify the data
points into the positive and negative areas with high
performance and without making a compromise on both.

The PR curve represents the P-R curve with accuracy
at different thresholds measured. As can be seen from the
observations, the curve stays almost on the top-right
corner of the plotted figure, which denotes that the model
is characteristically precise even when recall increases.
The performance is overarching critical in cases where the
high cost of both types of errors exists.

Receiver Operating Characteristic (ROC) Curve Precision-Recall Curve

— ROC curve (ared = 0.53) |— precisicn-fecall curve
PR i
(Y] 02 s us o8 10 00 02 o 08 08 10
False Pastive Rate ecall

Fig. 6. ROC and precision-recall curve of the proposed model
Discussion

The model is tested in all directions, and Figs. (7-8)
The histogram in Fig. (7) describes the probability
distribution of the positive class. The horizontal axis is the
maximum probability by which the model assigns a
predicted class, and the vertical axis is the number of
predictions. They are usually centred around the
maximum probability of anything, which is 1.0, and this
simply indicates that the model always predicts with a
very high probability. As such, it shows that the model is

not just precise but also confident of these classifications,
thus reducing the probability of having models that
classify instances in a somewhat uncertain manner.

Model Prediction Confidence Distribution Feature Impartance using Permutation for LSTM

LY 06 or 08 [L] W 00T -0 -005  -004 003 002 -001 000
Max Probability Feature Importance

Fig. 7. Model confidence distribution and feature importance

Cumulative Gains Curve Lift Curve

= Class 0 12 - Class 0
Class 1 Class 1
== Baselne [T TR SO, SRS ISr—" — == Baseline

[T} 02 0 16 08 10 1] [H 1] 06 08 10
Percentage of sample Percentage of sample

Fig. 8. Gain and list curves of the proposed model
Feature Importance using Permutation (Right Plot)

All the features of the dataset are presented
qualitatively using a bar chart on the right-hand side, and
their importance is shown using a permutation method.
Features are sorted from greater to lower importance
scores, which represent the degradation of model
performance when randomness is applied to the values of
the given feature. The larger numbers, for example, a
feature marked "40," are dominant and more influential in
improving the model's accuracy than other features. These
findings also provide information on which features are
most important when it comes to influencing the decision-
making processes of the LSTM model in order to refine
the feature selection and the model in the following study.

Table (3) shows the benchmarking of different deep
learning techniques used for network intrusion detection,
with the mention of methodology, dataset employed and
attained accuracy. From the models analyzed, Zhang ef al.
(2019) realized the highest accuracy of 99.30 per cent
utilizing a new architecture of deep learning on the
UNSW-NBI15 dataset. The outcomes of these
experimental investigations underscore the fact that more
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compound models of CNNs and RNNs/LSTMs can
improve detection performance.

Novel deep learning techniques were incorporated by
Anwar and Khan (2020), combining attention procedures
with CNN to estimate 98.75% on the NSL-KDD set.
Among the implications of these findings lie improved
attention mechanisms and the use of more sophisticated
technologies for enhancing the performance of offered
models. Furthermore, Hossain and Muhammad (2020),
using the combination of CNN and LSTM, achieved
98.56%, and Khan and Kim (2018), using DNNs, arrived
at 98.00% on the KDD Cup 99 dataset. This comparison
demonstrates that various kinds of neural network
structures have different performances across datasets.

By applying the proposed model combining Random
Forest with LSTM, we obtained an accuracy of 98.9% for
classification on the CICIDS-2019 dataset. This
performance justifies the proposed model among the best
in the study, as highlighted in the comparison to other high
reforming models showing high detection accuracy on
network intrusions.

Table 3: Comparison of the proposed model with prescribed models

References Methodology Dataset Accuracy

Yan et al. RNN NSL-KDD 97.00%

(2017)

Farahnakian et Deep Autoencoder KDD- 94.71%

al. (2018) (DAE) CUP’99

Gao et al. Ensemble learning NSL-KDD 98.20%

(2019) Model with various ML

Farhan et al. Deep neural networks CSE- 95.00%

(2020) (DNNs) CICIDS2018

Krishna et al. Multi-layer perceptron Kddcup99 91.40%

(2020) (MLP) 91

Ambusaidi et al. LSSVM-IDS Corrected 78.86%

(2016) KDD99

Aggrawal et al Random Tree KDD Test+ 83.04%

(2015)

Ho S. etal. CNN CICIDS2017  94.96%

(2021)

Al Qatf et al. SAE SVM KDD Test+ 84.86%

(2018)

Proposed Random Forest + CICIDS- o

model LSTM 2019 98.90%
Conclusion

The evaluation results of the proposed hierarchical
deep learning model show high accuracy in detecting
network intrusions, and the evaluation indices fully prove
their effectiveness and robustness. With the help of the
best hyper-parameter tuning approach and selection
features, the model differentiates between benign and
other activities in the network. Moreover, our results in

the ROC and precision-recall provide a stronger argument
for using the model in the real world due to the model's
cross-generalization over different types of intrusions.
Using the idea of the feature importance of permutation,
the model can give the output for this model with an
accuracy of 0,989 as well as give directions for
improvement to future models. This study can be useful
in the further enhancement of individual and elaborate
intrusion detection systems, especially pointing out the
necessity of constant model refinement due to the constant
evolution of threats. Future work will involve the
improvement of the model and the expansion of the model
for various work area applications, mainly for the
purposes of real-time intrusion detection in heterogeneous
networking environments.
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